
Companion report  

HP Security Briefing 

Episode 16, August 2014 

Profiling an enigma:  The 
mystery of North Koreas cyber 
threat landscape 
HP Security Research 

 

Table of Contents 
Introduction .................................................................................................................................................... 3 

Research roadblocks ...................................................................................................................................... 4 

Ideological and political context .................................................................................................................... 5 

Juche and Songun ...................................................................................................................................... 5 

Tension and change on the Korean Peninsula .......................................................................................... 8 

North Korean cyber capabilities and limitations ......................................................................................... 10 

North Korean infrastructure.................................................................................................................... 10 

An analysis of developments in North Korean cyberspace since 2010 .................................................. 14 

North Korean cyber war and intelligence structure ................................................................................ 21 

North Korean cyber and intelligence organizational chart ..................................................................... 26 

North Koreas cyber doctrine, strategies and goals ............................................................................... 26 

Cyber warfare operations ........................................................................................................................ 27 

Gaming for profit and pwnage ................................................................................................................ 29 

Intelligence and counterintelligence ...................................................................................................... 29 

Psychological operations ........................................................................................................................ 32 

Electronic warfare ................................................................................................................................... 38 

Training cyber warriors ........................................................................................................................... 39 

Important political and military ties ............................................................................................................ 42 

China ........................................................................................................................................................ 42 

© Copyright 2014 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice. The only warranties for HP 

products and services are set forth in the express warranty statements accompanying such products and services. Nothing herein should be construed as constituting an 

additional warranty. HP shall not be liable for technical or editorial errors or omissions contained herein. 



Russia ...................................................................................................................................................... 43 

Iran ........................................................................................................................................................... 43 

Syria ......................................................................................................................................................... 44 

Cuba ......................................................................................................................................................... 44 

Timeline of significant North Korean cyber activity .................................................................................... 45 

Patterns in the noise: cyber incidents attributed to North Korean actors .................................................. 47 

DarkSeoul ................................................................................................................................................ 50 

WhoIs Team ............................................................................................................................................. 52 

IsOne ........................................................................................................................................................ 55 

Kimsukyang ............................................................................................................................................. 57 

New Romantic Cyber Army Team / Hastati ............................................................................................. 57 

Malware summary ........................................................................................................................................ 58 

Analysis ........................................................................................................................................................ 60 

Summary ...................................................................................................................................................... 61 

HP Security Research recommendations ..................................................................................................... 62 

Appendix A ± WHOIS records ........................................................................................................................ 64 

Appendix B ± Sites found on North Korean IP space.................................................................................... 72 

Appendix C ± Analysis of DarkSeoul Dropper .............................................................................................. 74 

Learn more at .......................................................................................................................................... 75 

 

  



Episode 16 

Thank you for subscribing to Episode 16 of the HP Security Briefing. In this 

edition we discuss the cyber landscape within the Democratic Peoples 

Republic of Korea. 

Introduction  

The Democratic Peoples Republic of Korea (DPRK), known in the West as North Korea, is a unique 

country with a military-focused society and an unconventional technology infrastructure. While 

North Korea was formerly on the U.S. list of state sponsors of terrorism, it was removed in 2008.1 

However, due to North Koreas hostility toward other nations, its pursuit of nuclear weapons, and 

human rights violations against its own citizens, the United Nations and many Western entities 

have placed sanctions and embargoes against North Korea.2 3 For example, U.S. export laws 

forbid the sale of dual-use technologies, or those that can be used or repurposed for both civilian 

and military use, to North Korea.4 5 Additionally, the U.S. has a military alliance with the Republic of 

Korea (ROK), known in the West as South Korea, North Koreas primary target of conflict.6  

 

Due to North Koreas global interactions, its cyber warfare capabilities are of particular interest to 

the U.S. According to a 2009 report by Major Steve Sin, an intelligence analyst at U.S. Forces 

Korea, North Korean hackers have successfully penetrated U.S. defense networks more 

frequently than any other country that has targeted U.S. defense assets.7 While Major Sin may 

have been overly optimistic about North Koreas abilities, it is clear that they should not be 

underestimated. Frank Cilluffo, co-director of the Cyber Center for National and Economic Security 

at George Washington University, testified before Congress that North Koreas cyber capability 

"poses an important 'wild card' threat, not only to the United States but also to the region and 

broader international stability¤"8 In an April 2014 testimony given to the House Armed Services 

Committee, General Curtis M. Scaparrotti noted that ®North Korea remains a significant threat to 

United States interests, the security of South Korea, and the international community due to its 

willingness to use force, its continued development and proliferation of nuclear weapon and long-

range ballistic missile programs, and its abuse of its citizens human rights, as well as the 

legitimate interests of its neighbors and the international community.¯ Scaparrotti stressed that 

®While North Koreas massive conventional forces have been declining due to aging and lack of 

resources¤North Korea is emphasizing the development of its asymmetric capabilities. North 

                                                        
1 http://thecable.foreignpolicy.com/posts/2010/05/25/why_the_state_department_wont_put_north_korea_back_on_the_terror_list 
2 http://www.sanctionswiki.org/North_Korea 
3 https://www.fas.org/irp/offdocs/eo/eo-13551.pdf 
4 http://www.foxnews.com/world/2012/04/17/un-computer-shipment-to-north-korean-regime-violates-us-manufacturers-ban/ 
5 http://www.state.gov/strategictrade/overview/ 
6 http://docs.house.gov/meetings/AS/AS00/20140402/101985/HHRG-113-AS00-Wstate-ScaparrottiUSAC-20140402.pdf 
7 http://www.nextgov.com/defense/whats-brewin/2009/07/north-koreas-hackers-in-a-luxury-hotel/51330/ 
8 http://www.csmonitor.com/World/Security-Watch/2013/1019/In-cyberarms-race-North-Korea-emerging-as-a-power-not-a-pushover/(page)/3 



Koreas asymmetric arsenal includes¤an active cyber warfare capability.¯9 While one would expect 

the regimes digital infrastructure to also suffer from aging or lack of resources, these factors do 

not take away from their technical abilities to wage cyber warfare. 

 

While the U.S. views North Koreas cyber warfare program as the regimes foray into modern 

asymmetrical warfare, South Korea views the regimes cyber capabilities as a terroristic threat, -a 

build-up for an impending multifaceted attack. It is important to note that, to date, no such attack 

has occurred. According to a report written by Captain Duk-Ki Kim, Republic of Korea Navy officer 

and Ph.D. ®¤the North Korean regime will first conduct a simultaneous and multifarious cyber 

offensive on the Republic of Koreas society and basic infrastructure, government agencies, and 

major military command centers while at the same time suppressing the ROK government and its 

domestic allies and supporters with nuclear weapons.¯10  South Koreas view of North Korea as a 

terroristic threat may be an attempt to downgrade North Korea politically, since South Korea does 

not recognize the regime as a legitimate state.11 South Korean reports also claim that North 

Koreas premier hacking unit, Unit 121, trails Russia and the U.S. as the worlds third largest cyber 

unit. 12  While this claim may be exaggerated, in 2012, South Korean reports estimated North 

Koreas hacker forces at around 3000 personnel. In a July 2014 report from South Koreas Yonhap 

News Agency, that figure was upgraded to 5900 hacker elite.13 We must stress that although 

these claims have not been corroborated, South Korea has taken the regimes cyber threats very 

seriously and is reportedly training 5000 personnel to defend against North Korean cyber 

attacks.14 

 

Obtaining details on North Koreas cyber warfare capabilities is not an easy task. This paper will 

examine the known cyber capabilities of North Koreas regime and how the country maintains 

secrecy in these matters. Through information obtained via open source intelligence (OSINT), we 

will present what is known about North Koreas cyber warfare and supporting intelligence and 

psychological operations capabilities.  
 

Research roadblocks  

The following conditions proved to be research roadblocks when gathering intelligence regarding 

North Koreas cyber warfare capabilities:  

¶ Much of the intelligence available on North Korea is dated and may not accurately reflect 

the regimes current capabilities.  

¶ Much of the intelligence available on North Korea comes from U.S. or South Korean 

military or agency reports. These reports omit details that are likely classified, such as 

specific IP addresses and individual actor information.  

¶ While South Korea is an ally of the United States, its reports on North Korean cyber 

activity potentially contain incomplete or biased information. Cultural factors that stem 

                                                        
9 http://docs.house.gov/meetings/AS/AS00/20140402/101985/HHRG-113-AS00-Wstate-ScaparrottiUSAC-20140402.pdf 
10 https://www.usnwc.edu/getattachment/8e487165-a3ef-4ebc-83ce-0ddd7898e16a/The-Republic-of-Korea-s-Counter-asymmetric-Strateg 
11 http://www.atimes.com/atimes/Korea/GA04Dg01.html 
12 http://www.koreaherald.com/view.php?ud=20130321000980 
13 http://www.theregister.co.uk/2014/07/07/north_korea_employs_6000_leet_hackers_source_claims/ 
14 http://www.theregister.co.uk/2014/07/07/north_korea_employs_6000_leet_hackers_source_claims/ 



from a history of tension and conflict between the two nations may skew perception and 

make objectivity difficult. 15 16 

¶ North Koreas Internet infrastructure and the regimes strict control over its use ensures 

that there are no rogue actors and that all officially sanctioned actors exercise careful 

OPSEC and PERSEC practices in order to prevent inadvertent information leaks. In other 

words, there was no significant identifying information in the form of an OSINT trail left 

behind by the actors. This hinders collection of original, actionable threat intelligence and 

individual actor attribution.  

¶ North Korea is well-isolated from the outside world, and its strong intelligence and 

psychological operations presence effectively creates confusion via counterintelligence 

and disinformation about the regimes capabilities.17 For this reason, any ®official¯ reports 

emanating from North Korea must be taken with a grain of salt. This also hinders 

attempts to obtain original, actionable threat intelligence.  
 

 

Ideological and political context  

In order for Westerners to understand the North Korean mindset, it is necessary to examine the 

key components of North Korean political and ideological thought. It is also necessary to provide a 

brief explanation of how North Korea and South Korea view one another, in order to understand 

the basis for conflict between the two. 

Juche and Songun 

North Korea has two primary ideologies that provide context for the regimes motivations and 

activities: juche (ju-cheh) and songun (sun-goon). Juche is the official political ideology of North 

Korea. It was instituted in 1972 and is based on the ideologies of Kim Il-Sung, the founder of the 

DPRK. Juche emphasizes self-reliance, mastering revolution and reconstruction in ones own 

country, being independent of others, displaying ones strengths, defending oneself, and taking 

responsibility for solving ones own problems. North Koreas air-gapped intranet, described below, 

exemplifies this philosophy in the countrys cyber infrastructure. The juche philosophy explains 

North Koreas disdain for outside cultural and political influence. Juche challenges North Koreans 

to contribute to the regimes chaju (ja-ju), a concept of national sovereignty and independence.18 

The regimes greatest fear is internal dissent and resulting destabilization.19 20  In a June 2014 

Reddit AMA session, Dr. Andrei Lankov, an expert on North Korean culture and society, noted 

®there are also serious signs of public alienation and discontent. And I cannot rule out a public 

outbreak of such discontent in the near future. Of course, if it happens, it will have a serious 

impact on the government.¯21  Despite North Koreas strong conviction in juche, the regime 

collaborates with and receives support from other nations. However, due to this deep-seated 

                                                        
15 http://www.businessinsider.com/did-kim-jong-un-execute-his-ex-girlfriend-2013-8 
16 http://www.telegraph.co.uk/news/worldnews/asia/northkorea/10554198/North-Koreas-invisible-phone-killer-dogs-and-other-such-stories-

why-the-world-is-transfixed.html 
17 http://edition.cnn.com/2014/04/01/world/north-korea-provocation/index.html?iid=article_sidebar 
18 http://www.stanford.edu/group/sjeaa/journal3/korea1.pdf 
19 http://belfercenter.ksg.harvard.edu/publication/20269/keeping_kim.html 
20 http://www.buzzfeed.com/miriamberger/the-world-as-viewed-by-north-koreas-propaganda-machine 
21 http://www.reddit.com/r/NorthKoreaNews/comments/296ryd/i_am_dr_andrei_lankov_i_studied_in_north_korea/ 



ideology, it is doubtful that North Korea fully trusts these apparent allies.22 Later in this document, 

we will show that North Korea relies heavily on China for Internet access. North Korea also 

collaborates with China and Russia to train its cyber warriors and has longstanding political and 

military relationships with several nations. 

 

Songun is North Koreas ®military first¯ doctrine. Songun emphasizes the priority of the military in 

resource allocation and political and economic affairs. 23 This doctrine stems from the belief that 

the military is vital for preservation of chaju.24  Understanding songun mindset gives context for 

this potential threat actors motivations. According to a 2013 Congressional report, the strategy 

established under former leader Kim Jong-Il focused on ®internal security, coercive diplomacy to 

compel acceptance of its diplomatic, economic and security interests, development of strategic 

military capabilities to deter external attack, and challenging South Korea and the 

U.S.-South Korean alliance."25 

 

North Koreas songun permeates the lives of all North Korean citizens. Article 58 of 

the North Korean Constitution states that the nation should base itself on a 

nationwide defense system that includes all people.26 North Korea, with a 

population of 25 million, has an active duty force of 1.19 million personnel, the 

fourth largest in the world. The countrys reserve and paramilitary units comprise 

7.7 million additional personnel.27 In other words, over a third of the countrys 

population serves in a military or paramilitary capacity. 

 

Some North Korean youth aged 7-13 are inducted into the Korean Childrens Union. The Korean 

Childrens Union is responsible for indoctrinating youths who pledge to build up their strength to 

later defend the regime.28  
 

                                                        
22 http://www.defense.gov/pubs/ReporttoCongressonMilitaryandSecurityDevelopmentsInvolvingtheDPRK.pdf 
23 http://www.strategicstudiesinstitute.army.mil/pdffiles/pub728.pdf 
24 http://www.iar-gwu.org/sites/default/files/articlepdfs/DeRochie_-_The_Driving_Factor.pdf 
25 http://www.defense.gov/news/newsarticle.aspx?id=119924 
26 http://asiamatters.blogspot.co.uk/2009/10/north-korean-constitution-april-2009.html 
27 http://edition.cnn.com/video/data/2.0/video/international/2014/04/29/north-korea-military-numbers.cnn.html 
28 http://www.dailymail.co.uk/news/article-2307937/North-Korea-Haunting-images-indoctrination-ceremony-communist-cult-leaders-threatening-

nuclear-war-poisoning-generation.html?ITO=1490&ns_mchannel=rss&ns_campaign=1490 
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Figure 1 A group of North Korean children being inducted into the Korean Childrens Union.29 
 

 

Figure 2 Members of the Korean Childrens Union with the regimes leader Kim Jong Un.30 

                                                        
29 http://www.dailymail.co.uk/news/article-2307937/North-Korea-Haunting-images-indoctrination-ceremony-communist-cult-leaders-threatening-

nuclear-war-poisoning-generation.html?ITO=1490&ns_mchannel=rss&ns_campaign=1490 



  

Children aged 14-16 can begin military training as members of the Young Red Guards, a 

paramilitary unit. Beginning at age 17, North Koreans are eligible to join the Reserve Military 

Training Unit.31 The Reserve Military Training Unit forms the core of North Koreas reserves and is 

typically assigned to the front or regional defense in wartime.32 The youngest age at which a 

citizen can be conscripted for active duty is unclear; reported ages range from 18-20. Youths can 

volunteer for active duty service at age 16 or 17.33 The Worker-Peasant Militia, or Red Guards, 

includes males ages 17-60 and unmarried females ages 17-30 who are not part of active duty 

units or the Reserve Military Training Unit.34 

 

The regime has an impressive number of conventional weapons, considering the nations small 

land area and population size.35 According to statistics released by CNN in 2014, North Koreas 

ground arsenal includes 4100 tanks, 2100 armored vehicles, and 8500 pieces of field artillery. 

The regimes sea weaponry includes 70 submarines, 420 patrol combatants, and 260 amphibious 

landing craft. Their airpower includes 730 combat aircraft, 300 helicopters, and 290 transport 

aircraft.  While the limits of the regimes ballistic missile program are unknown, North Korea is 

thought to have fewer than 100 short-range missiles and fewer than 100 medium to long-range 

missiles.36 However, in recent years, North Korea has suffered oil,37 fuel,38 electricity,39 and food40 

shortages. Without aid from another entity, the regime does not have sufficient resources to 

maintain and sustain the majority of its weapons and associated personnel for rapid deployment 

or prolonged combat.  

 

Tension and change on the Korean Peninsula 

Tension between North and South Korea has continued well past the armistice meant to end the 

Korean War. Neither nation recognizes the other as a legitimate state. South Koreas constitution 

legally defines South Korean territory as the entire Korean peninsula and its adjacent islands, with 

®North Korea¯ being a part of South Korea. 41 North Korea also claims to be the sole government 

of the Korean Peninsula.42 Each countrys claim of sovereignty and refusal to acknowledge the 

other as a legitimate state creates the condition for perpetual conflict. North Koreas negative 

sentiment towards the U.S. stems from two major factors: the U.S. ± South Korea military alliance 

and North Koreas perception that the U.S. is imperialistic and prone to exploitative capitalism.43 

 

                                                                                                                                                                     
30 http://www.dailymail.co.uk/news/article-2307937/North-Korea-Haunting-images-indoctrination-ceremony-communist-cult-leaders-threatening-

nuclear-war-poisoning-generation.html?ITO=1490&ns_mchannel=rss&ns_campaign=1490 
31 http://www.globalsecurity.org/military/world/dprk/army.htm 
32 http://www.globalsecurity.org/military/world/dprk/army.htm 
33 https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=6&ved=0CFkQFjAF&url=http%3A%2F%2Fwww.child-

soldiers.org%2Fuser_uploads%2Fpdf%2Fkoreademocraticpeoplesrepublicof2639438.pdf&ei=fcyIU_uqCMas0QXUk4DoCw&usg=AFQjCNGOnkQt5ZStqxfc

tKrUY-5IWYSH0A&sig2=ivQLF6lHkSO8Yx9O9VlO4g&bvm=bv.67720277,d.d2k&cad=rja 
34 http://www.globalsecurity.org/military/world/dprk/army.htm 
35 http://www.globalfirepower.com/ 
36 http://edition.cnn.com/video/data/2.0/video/international/2014/04/29/north-korea-military-numbers.cnn.html 
37 http://www.presstv.com/detail/2013/04/23/299897/facing-food-and-oil-shortages-north-korea-turns-to-iran/ 
38 http://english.chosun.com/site/data/html_dir/2014/07/02/2014070201995.html 
39 http://www.rfa.org/english/news/korea/electricity-10212013160033.html 
40 http://edition.cnn.com/2013/04/09/business/north-korea-economy-explainer/ 
41 http://www.atimes.com/atimes/Korea/GA04Dg01.html 
42 http://teacher.scholastic.com/scholasticnews/indepth/north_korea/north-south/index.asp?article=north_korea 
43 http://cns.miis.edu/other/pinkston_strategic_insights_sep06.pdf 



In recent years, two primary factors have heavily influenced the current state of North Koreas 

relations with South Korea and her allies: the rise of the regimes leader Kim Jong Un and the 

inauguration of South Korean president Park Guen Hye. Kim Jong Un officially rose to power in 

April 2012, following the death of his father Kim Jong Il in December 2011. While his age 

remained a mystery for quite some time, it was later revealed that he was born in January 1983, 

making him age 31 at present. This makes Kim Jong Un the worlds youngest leader of an 

established nation.44 The young leaders rise to power brought about several changes in North 

Korea. First, Kim Jong Uns personal life is more public and more extravagant than that of his 

father. Unlike his father, the young Kim is often accompanied by his wife when making public 

appearances.45 Second, the young Kim, who is more high-tech than his predecessor, is reported to 

have an affinity for luxury items46 and is an avid gamer and basketball fan.47 Third, Kim Jong Un is 

more totalitarian than his father. Following his rise to power, the regime reportedly expanded its 

labor camps, and more military resources were allocated to target those attempting to defect. 

Kim also executed his own uncle, a high-ranking official who did not share his ideals. These moves 

indicate the regimes priority to deter internal destabilization and dissent, which is perceived to be 

a greater threat than outside adversity. According to Phil Robertson, deputy Asia director at 

Human Rights Watch, ®The government now recognizes that the accounts of escaping North 

Koreans reveal Pyongyangs crimes ± so it is doing what it can to stop people from fleeing.¯48 

Under Kim Jong Uns rule, the regime has stepped up its nuclear materials production, and the 

propaganda distributed by state media has become more menacing.49  

 

The regimes response to perceived threats has also become more volatile. Christian Whiton, a 

former deputy envoy to North Korea, noted that following Kim Jong Uns rise to power, ®the 

regime still acts in a very belligerent manner, but it seems less predictable, and more random.¯ 

Ellen Kim, assistant director of the Korea Chair at the Center for Strategic and International 

Studies, assessed the situation thusly: ®Since [Kim Jong Un] took power he has purged almost all 

of his elder guardians ... and filled his surroundings with new faces. We are in a situation where we 

are learning about him a little bit every day through his unpredictable behavior and actions, which 

is why the current situation with North Korea is a lot more dangerous than before.¯50 The regimes 

recent reaction to an upcoming film supports these statements. The plot for the comedy film ®The 

Interview¯ follows two talk show hosts who are asked to assassinate Kim Jong Un. The regime 

even sent a complaint about the movie to the UN.51  In response to the film, a North Korean official 

stated, ®The enemies have gone beyond the tolerance limit in their despicable moves to dare hurt 

the dignity of the supreme leadership.̄  The official referred to the movie as "the most undisguised 

terrorism and a war action to deprive the service personnel and people of the DPRK of their 

mental mainstay and bring down its social system.¯ The official also issued a threat: ®If the U.S. 

administration connives at and patronizes the screening of the film, it will invite a strong and 

merciless countermeasure.¯52 This reaction demonstrates North Koreas priority of preserving the 

                                                        
44 http://www.theatlantic.com/international/archive/2012/12/kim-jong-uns-age-is-no-longer-a-mystery/265983/ 
45 http://www.telegraph.co.uk/news/worldnews/asia/northkorea/10522136/Kim-Jong-un-10-ways-North-Koreas-Dear-Leader-is-different.html 
46 http://www.huffingtonpost.com/2014/02/18/north-korea-luxury-goods_n_4808823.html 
47 http://nypost.com/2011/12/20/kims-007-nut-kid-in-charge/ 
48 http://www.hrw.org/news/2014/01/21/north-korea-kim-jong-un-deepens-abusive-rule 
49 http://www.telegraph.co.uk/news/worldnews/asia/northkorea/10522136/Kim-Jong-un-10-ways-North-Koreas-Dear-Leader-is-different.html 
50 http://edition.cnn.com/2014/04/01/world/north-korea-provocation/index.html?iid=article_sidebar 
51 http://www.northkoreatech.org/2014/07/10/dprk-takes-the-interview-movie-complaint-to-the-un/ 
52 http://edition.cnn.com/2014/06/25/world/asia/north-korea-the-interview-reaction/index.html?iid=article_sidebar 



regimes self-perceived dignity in the global arena and its intolerance of any disrespect directed at 

the Kim family.  

 

While tensions between North and South Korea have persisted since the Korean War, these 

tensions escalated following the 2013 inauguration of South Koreas current president, Park Geun 

Hye. Her platform, in her words, is as follows: ®North Korea must keep its agreements made with 

South Korea and the international community to establish a minimum level of trust, and second 

there must be assured consequences for actions that breach the peace. To ensure stability, 

trustpolitik should be applied consistently from issue to issue based on verifiable actions, and 

steps should not be taken for mere political expediency.¯53 Shortly after Parks inauguration, 

North Korea denounced UN Security Council Resolution 2094, which is ®a resolution strengthening 

and expanding the scope of United Nations sanctions against the Democratic Peoples Republic of 

Korea by targeting the illicit activities of diplomatic personnel, transfers of bulk cash, and the 

countrys banking relationships, in response to that countrys third nuclear test on 12 February 

[2013].¯54  North Korea also responded strongly to joint U.S.-South Korea military exercises in 

March 2013, as is noted later in this paper.55  
 

 

North Korean cyber capabilities and limitations 

North Korean infrastructure  

North Koreas cyber infrastructure is divided into two major parts: an outward-facing Internet 

connection and a regime-controlled intranet. North Koreas outward-facing Internet connection is 

only available to select individuals and is closely monitored for any activity that is deemed anti-

regime. Individuals using the outward-facing Internet connection must be authorized. In 2013, 

Jean H. Lee, the Associated Press bureau chief in Pyongyang, stated that foreigners visiting North 

Korea are allowed Internet access with no firewalls.56  Common citizens are limited to using the 

Kwangmyong (gwang me-young), a nationwide intranet with no access to the world outside North 

Korea. 57 According to Lee, Kwangmyong allows citizens ®access to the state media, information 

sources that are vetted by the government, and picked and pulled from the Internet and posted to 

their intranet site.¯58 As of May 2013, North Korea had only one ®Internet café.¯59 A 2003 report 

from the Office of the National Counterintelligence Executive stated that North Koreas ®Internet 

cafĂ¯ was ®the only place in North Korea for the public to access the Internet¯ and that foreigners 

were allowed to access the Internet from this café.60 Whether citizens are allowed to access the 

Internet from this location is unknown.  

 

Star Joint Venture Co. is responsible for providing North Koreas Internet access. Star Joint Venture 

Co. was established by the Post and Telecommunications Corporation in cooperation with Loxley 

                                                        
53 http://www.ncnk.org/resources/briefing-papers/all-briefing-papers/an-overview-of-south-korea2019s-dprk-policy 
54 http://www.un.org/News/Press/docs/2013/sc10934.doc.htm 
55 http://www.ncnk.org/resources/briefing-papers/all-briefing-papers/an-overview-of-south-korea2019s-dprk-policy 
56 http://www.austinchronicle.com/daily/sxsw/2013-03-11/social-media-in-north-korea/ 
57 http://www.computerworld.com/s/article/9177968/North_Korea_moves_quietly_onto_the_Internet?taxonomyId=18&pageNumber=2 
58 http://www.austinchronicle.com/daily/sxsw/2013-03-11/social-media-in-north-korea/ 
59 http://www.washingtonpost.com/blogs/worldviews/wp/2013/01/29/north-koreans-shouldnt-count-on-using-the-new-google-maps/ 
60 http://www.ncix.gov/publications/archives/docs/NORTH_KOREA_AND_FOREIGN_IT.pdf 



Pacific in Thailand.61 In December 2009, Star Joint Venture became responsible for North Koreas 

Internet address allocation. Previously, Internet access was provided by a German satellite link via 

Korea Computer Center Europe or via direct connections with China Netcom, which was later 

merged into China Unicom. 62 By October 2010, North Korea had made its first known direct 

connection to the Internet, hosting an outward-facing Korean Central News Agency website 

accessible from the global Internet. 63 However, many of North Koreas globally accessible 

websites are hosted in other countries.  In 2001, South Korean reports indicated that North Korea 

had joined the International Telecommunications Satellite Organization (INTELSAT).64 As of April 

2012, North Korea reportedly used the Intelsat connection, which appeared in border gateway 

protocol (BGP) announcements.65 Some reports referred to the Intelsat connection as North 

Koreas backup Internet connection, in case the China Unicom connection fails.66 A March 2013 

post on the blog rdns.im showed that North Korea no longer used the Intelsat connection. In the 

blog post, the author noted his method for proving that The Pirate Bay was not hosted in North 

Korea. While his analysis of The Pirate Bays hosting is irrelevant to our research, he did detail that 

175.45.177.0/24 always routes through AS4837, and AS131279. AS131279 is Star-KP, North 

Koreas Star Joint Venture Company, and AS4837 is China Unicom. The author concluded that ®all 

[traffic] is ONLY routed through China Unicom and NOT through Intelsat.¯67 In February 2014, 

North Korean and South Korean officials agreed to extend Internet access to Kaesong Industrial 

Zone, a jointly operated industrial complex just north of the border. However, this would likely 

require a major electrical and network infrastructure expansion.68 

 

North Koreas electrical grid cannot support a large technological infrastructure.69  Electrical 

power is reported to be unreliable and sporadic, with many citizens only receiving a few hours of 

electricity per day.70  

 

                                                        
61 http://www.northkoreatech.org/2011/05/19/more-details-on-star-joint-venture/ 
62 http://www.computerworld.com/s/article/9177968/North_Korea_moves_quietly_onto_the_Internet?taxonomyId=18&pageNumber=2 
63 http://www.northkoreatech.org/2010/10/09/the-new-face-of-kcna/ 
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65 http://www.northkoreatech.org/2012/04/08/dprk-gets-second-link-to-internet/ 
66 http://www.computerworld.com/s/article/9237652/North_Korea_39_s_Internet_returns_after_36_hour_outage 
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70 http://www.usnews.com/news/blogs/rick-newman/2013/04/12/heres-how-lousy-life-is-in-north-korea 



 
Figure 3 North and South Korean power grid 

 

The photo above (Figure 3), from the International Space Station, shows North Koreas sparse 

power grid, in comparison with surrounding nations.71 We have highlighted North Korea in red.  

 

Koryolink, the countrys only cellular phone network,72 is tightly controlled by the regime.73 Cell 

phone data plans are not available to most users.  Most cellular phones cannot access the 

Internet and can only make domestic calls.74 According to a 2013 report, North Korea has a 3G 

data network for cellular phones.  Visiting reporter Jean H. Lee purportedly used this 3G network 

to post to both Twitter and Instagram. However, citizens are not generally allowed to use the 3G 

network.75  

 

Email is also regulated by the regime. The first email provider in North Korea was Silibank. Silibank 

has servers in Pyongyong and Shenyang and is a joint venture with China. The North Korean 

Silibank homepage is silibank.net, and the Chinese homepage is silibank.com. In order to use the 

email service, users had to initially register, provide personal information, and pay a registration 

fee and monthly service fees.76 This registration information was current as of 2001. However, it 

is unknown whether the same process still applies.  

 

WHOIS records for silibank.net show that the site was registered anonymously via a Japanese 

registrar. This information can be found in Appendix A at the end of this paper.  

 

                                                        
71 http://www.citylab.com/work/2014/02/north -korea-night-looks-big-black-hole/8484/ 
72 http://www.northkoreatech.org/2014/06/24/chinese-shops-offer-cheap-cellphones-to-north-koreans/ 
73 http://www.defense.gov/pubs/ReporttoCongressonMilitaryandSecurityDevelopmentsInvolvingtheDPRK.pdf 
74 http://www.defense.gov/pubs/North_Korea_Military_Power_Report_2013-2014.pdf 
75 http://www.austinchronicle.com/daily/sxsw/2013-03-11/social-media-in-north-korea/ 
76 http://edition.cnn.com/2001/TECH/internet/11/07/north.korea.email.idg/index.html 
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Korea Computer Center (KCC) is North Koreas leading government research center for 

information technology. KCC has eleven regional information centers and eight development and 

production centers. Other countries with KCC branch offices include China, Syria, Germany, and 

United Arab Emirates.  KCC has a vested interest in Linux research and is responsible for the 

development of North Koreas national operating system, Red Star OS, which is discussed in more 

detail below. KCCs other projects have included a proprietary search engine, a document writer, a 

game called Jang-Gi, the Kwangmyong intranet, a food study program, a Korean input method 

editor, a pen-based English-Korean and Korean-English translator, Korean voice recognition 

software, a video conferencing system, a distance education system, SilverStar Paduk software, 

HMS Player77, and the Samjiyon tablet. 78 In addition to research and development, KCC also 

monitors websites of foreign government and business entities and conducts technical 

reconnaissance to blueprint the technical specifications and vulnerabilities in foreign systems and 

technologies. KCC has also been involved in clandestine information and cyber operations, serving 

as a command center.79 

 

North Koreas proprietary operating system is Red Star OS. The development of this Linux-based 

operating system started in 2002. Red Star OS is only offered in the Korean language and 

features proprietary software including Naenara (a Firefox-based browser), as well as a text 

editor, email client, audio and video players, and games.80 Red Star OSs keyboard layouts include 

Korean, English, Russian, Chinese, and Japanese. Regime ideals extend to Red Star OS. The 

readme file, which goes with the installation disc, reportedly includes a quote from Kim Jong-Il 

regarding the importance of North Korea having its own Linux-based operating system that is 

compatible with Korean traditions. While prior versions of Red Star were KDE-based, version 3.0 

mimics Apples OS X.81 82 This could indicate the regime leader Kim Jong Uns preference for the 

OS X environment, as Kim reportedly uses an iMac.83 Citizens do not need permission to obtain 

Red Star OS. However, the purchase of computers is heavily regulated.84 The OSs design suggests 

it was developed with means for the regime to monitor user activity.85 

  

North Korea is known to use two IP ranges. 175.45.176.0/22 is North Koreas own IP block.86 

Additionally, North Koreas Telecommunications Ministry is the registered user of China Unicom IP 

range 210.52.109.0/24.87 The countrys only autonomous system (AS) number is AS131279, and 

its only peer is AS4837, the AS for China Unicom.88 

 

North Koreas country code top-level domain (ccTLD) is .kp. In 2007, the .kp TLD was initially 

delegated to and administered by the German-based KCC Europe.89 After KCC Europe failed to 

                                                        
77 http://www.naenara.com.kp/en/kcc/ 
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89 http://www.northkoreatech.org/2011/05/19/kp-domain-switch-came-after-kcc-europe-disappeared/ 



maintain the TLD, it was re-delegated to Star Joint Venture Company.90 The .kp TLD uses the 

following nameservers and IP addresses:91 

 
 

Nameserver IP Address 

ns1.kptc.kp 175.45.176.15 

ns2.kptc.kp 175.45.176.16  

ns3.kptc.kp 175.45.178.173 

 

Various U.S., U.N, and other sanctions prohibit export of dual-use technologies to North Korea. In 

light of this, North Korea has managed to develop both hardware and software and hosts an 

annual National Exhibition of Invention and New Technologies to promote its products.92 However, 

the regime has historically failed in its attempts at large-scale production of electronic 

components. The countrys sparse electrical grid is one of the major obstacles hindering large-

scale manufacturing.93 Additionally, the famine in the early 1990s negatively impacted existing 

manufacturing facilities, and the regime simply does not have the capital to modernize those 

factories.94 A member of the World International Property Organization (WIPO), North Korea joined 

the WIPO Patent Cooperation Treaty that protects patents and trademarks worldwide, and 

leverages intellectual property laws to ensure Westerners do not take credit for North Korean 

inventions.95 The regime, in its efforts to isolate its citizens from Western influence, leverages 

intellectual property laws to ensure Westerners do not take credit for North Korean inventions.96 

This is ironic since foreign-made electronic components are sometimes smuggled into North 

Korea for military use and for personal use by the regimes upper echelon.  

 

An analysis of developments in North Korean cyberspace since 2010 

A comparison of a scan97 of North Koreas IP ranges in November 2010, just one month after 

North Korea made its first direct connection to the Internet, and a series of several scans we 

conducted in May 2014, shows that North Korea has made significant headway in establishing its 

Internet presence.  

 

In the November 2010 scan, 175.45.176.0 - 175.45.176.16 showed a variety of devices including 

D-link, Cisco, Linksys, HP, and Nokia devices, and a Juniper networks firewall. Operating systems 

detected included FreeBSD 6.x, Linux 2.6.x, and Red Hat Enterprise Linux. 175.45.176.14 returned 

®Naenara¯ as an html-title. Most hosts in the 175.45.176.xx and 175.45.177.xx ranges were 

down.  As of 2014, IP addresses 175.45.176.0 - 175.45.177.255 appear to be used for websites, 

nameservers, databases, email, and voice over IP (VoIP).  In November 2010, the 175.45.178.xx 

range showed all hosts down,98 and the 175.45.179.xx range showed most hosts were down.99  
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In 2014, several webservers and nameservers were found in the 175.45.178.xx range, and 

several nameservers and mail servers were found in the 175.45.179.xx range. This comparison 

demonstrates that there has been some growth in DPRK Internet infrastructure over the past four 

years. However, it seemingly lags behind even most third world nations. The 2014 scans detected 

dated technology that is potentially susceptible to multiple vulnerabilities and consistently 

showed the same open ports and active devices on scanned hosts. It is not clear whether the 

regime failed to notice and react to the scanning or whether the regime allows these open ports 

and devices to be detected or spoofed to serve as a distraction or possible honeypot.  

 

Domains, nameservers, and mail servers present during the May 2014 scan are listed in Appendix 

B at the end of this report. 

 

According to Alexa rankings, the three most visited websites in North Korea are kcna.kp, the 

official website of the Korean Central News Agency (KCNA)100; rodong.rep.kp, another North 

Korean news site101; and naenara.com.kp, North Koreas official web portal.102 Naenara translates 

to ®my country¯.  

 

The kcna.kp site was registered using a Loxley.co.th email address and is administrated by Star 

Joint Venture Company. The WHOIS Record can be found in Appendix A. 

 

                                                        
100 http://dig.do/kcna.kp 
101 http://dig.do/rodong.rep.kp 
102 http://dig.do/naenara.com.kp 



 

Figure 4 A screenshot from the kcna.kp homepage.103 

 

 

Rodong.rep.kp was registered using the same loxley.co.th email address and is also administered 

by Star Joint Venture Company. The WHOIS Record for this site can be found in Appendix A. 
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Figure 5 A screenshot from the rodong.rep.kp homepage.104 

 

The WHOIS information for Naenara.com.kp was not available. 

 

                                                        
104 http://rodong.rep.kp/ko/ 



 

Figure 6 A screenshot of the Naenara.com.kp  website.105 

 

In March 2013, there were reports that the Chrome browser was blocking Naenara.com.kp due to 

malware.106  

 

 

Figure 7 Screenshot of what visitors to Naenara.com.kp saw when using the Chrome browser.107 
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