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Episode 16

Thank you for subscribing to Episddeof the HP Security Briefingn this
editionwe discusshe cyber landscapgithinth e De mocr ati c Peopl
Republic of Korea

Introduction

The Democratic Pe@t s Republ i cknov in e Westaldorth K&rdaig g unique

country with a militar-focused society andhaunconventionakchnologyinfrastructure While

North Korea was formerly on theQUlist of state sponsors of terrorism, it was removed in 2008.
However, due to North Ko riepursstofmaclear webporisyandt o war d ¢
human rights violations against its own citizens, the United Nations and many \&etties)

have placed sanctions and embargoes against North RéFea. example, U.S. export laws

forbid the sale oflualusetechnologiesor those that can be used or repurposed for both civilian

and military useto North Kore&.® Additionally, the 3. has a military alliance witte Republic of

Korea (ROK), known inthe Westasut h Kor e a, North Korfea-s primary

Due to North Korea-s global interactions, its cy
the U.SAccading to a 2009 report by Major Steve Sin, an intelligence analyst at U.S. Forces

Korea, North Korean hackers have successfully penetrated U.S. defense networks more

frequently than any other counttigat has targeted U.S. defense assetghileMajor Sin may

have been overly opti mi i$dlearthatieypshduldddbbet h Kor ea- s
underestimatedFrank Cilluffo, cdirector of the Cyber Center for National and Economic Security

at George Washington University, testifiedbeflo Congr ess t hat North Korea-
"poses an important 'wild card' threat, not only to the United States but also to the region and

broader i nt er firan Apol A0ddestimonyagiven koithe Mouse Armed Services

Committee, GemalCur t i s M. Scaparrottd.i noted that ®&North
United States- interests, the security of South
willingness to use force, its continued development and proliferation lefanueeapon and long

range ballistic missile programs, and its abuse
|l egitimate interests of its neighbors and the ir
®Whi |l e Nort h Kor e aorceshava lesnideciningcdoetwagingtanddaokaof — f
resourcesaNorth Korea is emphasizing the devel oy

1 http://thecable.foreignpolicy.com/posts/2010/05/25/why_the_state_department_wont_put_north_korea_back_on_the_terror_list

2 http://www.sanctionswiki.org/North_Korea

3 https://www.fas.org/irp/offdocs/eo/eal 3551.pdf

4 http:/iww.foxnews.com/world/2012/04/17/urcomputershipmentto-north-koreanregime violates us-manufacturersban/

5 http://www.state.gov/strategictrade/overview/

8 http://docs.house.gov/meetings/AS/AS00/20140402/101985/HHRIG-AS0GWstate ScaparrottiUSAZ0140402. pdf

7 http://www.nextgov.com/defense/whatbrewin/2009/07/north-koreas hackersin-a-luxury-hotel/51330/

8 http://www.csmonitor.com/World/Securityatch/2013/1019/Incyberarmsrace North-Koreaemergingas-a-powernot-a-pushover/(page)/3



Korea-s asymmetric arsenal i n éWhiledoeeswoddrexpect t i ve cCy
t he r e gtal mestractuek io@lso suffer from aging or lack of resources, these factors do
not take away from their technical abilities to wage cyber warfare.

While the U.S. views North Koreamemadgrrboer war f ar e
asymmetricalvarfare South Korea viewsh e r eypeér capabilgtieas aterroristic threat-a

build-up for an impending multifaceted attattkis important to note that, to date, no such attack

has occurredAccording to a report written by Captain-BlilkkimRepublic of Korea Navy officer

and Ph.D. ®athe North Korean regime will first c
of fensive on the Republic of Korea-s society anc
major military command centers whilethe same time suppressing the ROK government and its

domestic allies and sufPpoutlerkKoweahsnuicéwaof wNar

terroristic threat may be an attempt to downgrade North Korea politically, since South Korea does

not recognize the regime as a legitimate st&t&outh Koreamneports alsaclaimthat North

Korea-s premier hacking unit, Unit 121, trails F
unit.*2 While this claim may be exaggerated2012, South Korean reports estimated North

Korea-s hacker f or c e sadayt20ld reopuorrd 3f Or OoOm pSeorust ohn nKeolr.e
News Agencythat figure was upgraded to 5900 hacker éfité/e must stress thatlthough

these claims haveotbeen corroboratedSout h Kor ea has taken the regin
seriously and is reportedly training 5000 personnel to defend against North Korean cyber

attacks!*

taining details on North Korea-Thispapebwdlr war f ar e

examine the known cyber capabilities of North Kc
secrecy in these matter§hrough information obtained via open source intelligence (OSINT), we
wi || present what i s kwarfare and aupporting intbligenael Kor ea - s ¢

psychological operatioreapabilities.
Researchroadblocks

The following conditions proved to be research roadblocks when gathering intelligence regarding

North Korea-s cyber warfare capabilities:
1 Much of the intelligence available on North Korea is dated and may not accurately reflect
the regime-s current capabilities.

1 Much of the intelligence available on North Korea comes from U.S. or South Korean
military or agency reports. These reports oraifads that are likely classified, such as
specific IP addresses and individual actor information.

1 While South Korea is an ally of the United States, its reports on North Koezan cyb
activity potentially contaiimcomplete or biased information. Cultfeadtors that stem

9 http://docs.house.gov/meetings/AS/AS00/20140402/101985/HHRIG-AS00Wstate ScaparrottiUSA20140402. pdf

10 https://iwww.usnvwe.edu/getattachment/8e48716%3ef-4ebc 83ce 0ddd7898e 16a/TheRepublieof-Koreas-CounterasymmetrieStrateg
H http://www.atimes.com/atimes/Korea/GA04Dg01.html

12 http://www.koreaherald.com/view.php?ud=20130321000980

13 http://www.theregister.co.uk/2014/07/0/horth_korea_employs_6000_leet_hackers_source_claims/

4 http://www.theregister.co.uk/2014/07/07/north_korea_employs_6000_leet_hackers_source_claims/



from a history of tension and conflict between the two nations may skew perception and
make objectivity difficult® 16
T North Korea-s I nternet infrastructure and t h
that there are no rogue amts and that all officially sanctioned actors exercise careful
OPSEC and PERSEC practices in order to prevent inadvertent informatilondees.
words, there was no significant identifying information in the form of an OSINT trail left
behind by the etors.This hinders collection of original, actionable threat intelligande
individual actor attributian
1 North Koea is wellisolated from the outside world, and $tsong intelligence and
psychological operations presence effectively creates comfug counterintelligence
and disinformation ab'ot thesregeamens aapal®o
emanating from North Korea must be taken with a grain ofl$@#t.also hinders
attempts to obtain original, actionable threat intellige.

Ideological andpolitical context

In order for Westerners to understand the North Korean mindset, it is necessary to examine the
key components of North Korean political and ideological thought. It is also necessary to provide a
brief explanatioof how North Korea and South Korea view one another, in order to understand

the basis for conflict between the two.

Juche and Songun

North Korea has two primary i dewmdtivatipnsarsd t hat pr o\
activitiesjuche(ju-cheh andsongun(surrgoon). Juchas the official political ideology of North
Korea. It was instituted in 1972 and isdé@don the ideologies of KirSllng the founder of the

DPRKJucheemphasizeself-r el i ance, mastering revolution and r
country, being independent of others, displayinc
responsibility for sol vi nggappedéntranetdeserinedplono bl e ms . )
exemplifies this phil osophy jucmephilosophyexplainet ry - s cylt
North Korea-s disdain for Jdehalierdyes Narth Koreans a | and

to contr i butobajufagu)a chneeptrofengtional soveseignty and independéhce.

The regime-s greatest fear is Y?hnelune20l4 di ssent &
Reddit AMA session, Dr. Andrei Lankov, an expert on North ddn@@nand society, noted

®t h e r o saxious sigaslof public alienation and discontent. And | cannot rule out a public

outbreak of such discontent in the near future. Of course, if it happens, it will have a serious

i mpact on t ReesgiteNoerrtnhm etmung.@mviction ijuche the regime

collaborateswith and receives support from other nations. Howaler to this deeyseated

15 http://www.businessinsider.com/dikim-jong-un-execute his-ex-girlfriend-2013-8

16 hitp:/iwww.telegraph.co.uk/news/worldnews/asia/northkorea/10554198/NorthKoreasinvisible-phone-killer-dogs-and-other-such stories-
why-the-world-is-transfixed.html

17 http://edition.cnn.com/2014/04/01/world/north -korea- provocation/index.htmi?iid=article_sidebar

18 hitp:/iwww.stanford.edu/group/sjeaa/journal3/koreal. pdf

19 http://belfercenter.ksg.harvard.edu/publication/20269/keeping_kim.html

20 http://www.buzzfeed.com/miriamberger/theworld-as-viewed by-north-koreas propagandamachine

2 http://www.reddit.com/r/NorthKoreaNews/comment296ryd/i_am_dr_andrei_lankov_i_studied_in_north_korea/



ideology it is doubtful thatNorth Koredully truststhese apparent allie¥.Later in this document,
we will show that North Korealies heawl on Chin#or Internet access. North Korea also
collaborates with China and Russia to train its cyber waardrlas longstanding political and
military relationships with several nations

SongunsNort h Kor ea-s ®@onyuremghasizes thei priosity of thedmilimy ini n e .
resource allocation and political and economic affaifhis doctrine stems from the belief that
the military is vital for preservationdifaju?* Understandingongunmindset gives context for
thispotentialthreatactor s mot i v at i o 2043 Congressianal cepon, the dtrategya
established under former leader KimJdngg f ocused on ®i nternal securi:t
compel acceptance of its diplomatic, economic and security interests, develgpsteategic
military capabilities to deter external attack, and challenging South Korea and the
U.S:South Korean allianc&" SongurisNor t h Ko
®mi | i tary fir

Nor t h dénguneeemeates the lives of all North Korean citizens. Article 58 Songuremphasizes the
the North Korean Constitution states that the nasibould base itself on a priority of the military in

. . ) ) resource allocation and
nationwide defense system that includes all peéphdorth Korea, with a political and economic
population of 25 million, has an active duty force of 1.19 million personnel, the affairs. Understanding this
fourth largestintheworld he country-s r eser vpdsea r Mmindsetgivescontextforat g r
7.7 millionadditional personnéfl n ot her words, over pm;i\tmt‘?n:: B : |
population serves in a military or paramilitary capacity.

SomeNorth Koreanyouthaged73 are inducted into the Korean Ch
Chi | dr e sirespondible foindoctrinating youths who pledge to build up their strength to
later defend the regimé.

22 http://Iwww.defense.gov/pubs/ReporttoCongressonMilitaryandSecurityDevelopmentsinvolvingthe DPRK. pdf

2 http://www.strategicstudiesinstitute.army.mil/pdffiles/pub728.pdf

24 http:/lwww.iargwu.org/sites/default/files/articlepdfs/DeRochie The_Driving_Faatqdf

2 http://www.defense.gov/news/newsarticle.aspx?id=119924

26 http://asiamatters.blogspot.co.uk/2009/10/nortkorear constitutiorraprik 2009.html

27 http://edition.cnn.com/video/data/2.0/video/international/2014/04/29/norttorea military-numbers.cnn.htrh

28 http://www.dailymail.co.uk/news/articl2307937/North-KoreaHauntingimagesindoctrinatiorceremonycommunistcult-leadersthreatening
nuclearwar-poisoninggeneration.html?ITO=1490&ns_mchannel=rss&ns_campaign=1490


http://www.google.com/url?q=http%3A%2F%2Fwww.defense.gov%2Fpubs%2FReporttoCongressonMilitaryandSecurityDevelopmentsInvolvingtheDPRK.pdf&sa=D&sntz=1&usg=AFrqEzfhmQPPTuRKlcewmT2M5Oj7Xmg93Q

3l
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FiguelA group of North Korean children %eing induc

FigureMe mber s of the Korean Children-s° Union with

29 http://www.dailymail.co.uk/news/aitle-2307937/North-KoreaHauntingimagesindoctrinatiorceremonycommunistcult-leadersthreatening
nuclearwar-poisoninggeneration.html?ITO=1490&ns_mchannel=rss&ns_campaign=1490



Children aged 46 can begin military training as members of the Young Red Guards, a

paramilitary unit. Beginning at age 17, North Koreans are eligjblattoe Reserve Miary

Training Unit! The Reserve Military Training@né@d r ms t he core of North Kor
typically assigned to the front or regional defense in wartfiiilbe youngest age at which a

citizen can be conscripted for active duty is uncieported ages range from 180. Youths can

volunteer for active duty service at age 16 of*Illhe WorkeiPeasant Militia, or Red Guards,

includes males ages 160 and unmarried females ages-B0 who are not part of active duty

units or the Reserve Milijafraining Unit:

The regime has an impressive number ambll convent.i

land area and population si#eAccording to statistics released by QNRD14 North Korea-s
ground arsenal includes 4100 tanks, 2100 armorehicles, and 8500 pieces of field artillery.

e

C

The regime-s sea weaponry includes 70 submari nes

landing craft. Their airpower includes 730 combat aircraft, 300 helicopters, and 290 transport

aircraft. Whilethelimt s of the regime-s ballistic missile
thought to have fewer than 100 shernge missileand fewer than 100 medium to lofrgnge

missiles®® Howeverjn recent years, North Korea has suffered’ dilel,* electricity®® and food®

shortages. WWhout aid from another entityhe regime does not have sufficient resourices

maintain and sustaithe majorityof itsweaponsand associated personrfelr rapiddeployment

or prolonged combat

Tension andchangeon the Korean Bninsula

Tensiorbetween North and South Korea has continued well pastrthistice meant to end the

KoreanWa r . Neither nation recognizes the other as
legally defines South Korean territory as the entire Korean peninsula and its adjacent islands, with
®North Korea  bei AldortaKopaalstains fo beIhe sdemovéiromerd a .

of the Korean PeninsfAEach country-s c¢claim of sovereignty

p

"~y

a

other as a legitimate state creates the condition for perpetual coNflctr t h Kor ea-s negat.i

sentiment toward the U.S. stemsdm two major factors: the US5South Korea military alliance

and North Korea-s perception that the *U.S. is i

30 http://www.dailymail.co.uk/news/articie307937/North-KoreaHauntingimagesindoctrinatiorceremonycommunistcult-leadersthreatening
nuclearwar-poisoninggeneration.html?ITO=1490&ns_mchannel=rss&ns_campaign=1490

31 http://www.globalsecurity.org/militavworld/dprk/army.htm

32 http://www.globalsecurity.org/military/world/dprk/army.htm

33 https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=6&ved=0CFkQFjAF&url=http%3A%2F%2Fwww.child
soldiers.org%2Fuser_uploads%2Fpdf%2Fkoreademocraticpeoplesref268i@438.pdf&ei=fcylU_uqCMas0QXUk4DoCw&usg=AFQjCNGONkQt5ZStqgxfc
tKrU¥5IWY SHOA&sig2=ivQLF6IHKkSO8Yx909VIO4g&bvm=bv.67720277,d.d2k&cad=rja

34 http://www.globalsecurity.org/military/world/dprk/army.htm

35 http://www.globalfirepower.com/

36 http://edition.cnn.com/video/data/2.0/video/international/2014/04/29/norkorea military-numbers.cnn.html

37 http://www. presstv.com/detail/2013/04/23/299897/facindgood-and-oil-shortagesnorth-korea turns-to-iran/

38 http://english.chosun.com/site/data/htmdir/2014/07/02/2014070201995.html

39 http://www.rfa.org/english/news/korea/electricity0212013160033.html

40 http://edition.cnn.com/2013/04/09/business/nortkoreaeconomyexplainer/

41 http://www.atimes.com/atimes/Korea/GA04Dg01.html

42 http://teacher.schtastic.com/scholasticnews/indepth/north_korea/nobuth/index.asp?article=north_korea

43 http://cns. miis.edu/other/pinkston_strategic_insights_sep06.pdf



In recent yearswto primary factors have heavily influenced the current statoah Korea s

relations with South Korea and her alliest he ri se of the regime-s | ead:¢
inauguration of South Korean president Park Guen Hye. Kim Joffigialiyrose to power in

April 2012, following the death of his father Kim Jong Il in Decemben@8ilé .his age

remained a mystery for quite some time, it was later revealed that he was born in January 1983,

making him age 31 at presefithis makes KimJongrhe wor |l d-s youngest | ead
established natiof* They ung | e ad e r breught absueseveral changes & North
KoreaFi r st , Kim Jong Un-s personal l'ife is more pu

father. Unlike his father, theyiog Kim is often accqmnied by his wife when makipgblic

appearance$ Second, e youry Kim, who is more higfech than his predecessais reported to

have an affinity for luxury iterffsand is an avid gamer and basketball4¥afhird, Kim Jong Un is

more totalitarian than his father. Following his rise to power, the regime reportedly expanded its

labor camps, and more military resources were allocated to target those attempting to defect.

Kim also executed his own uncle, a Higihking official who dinot share his ideal¥hese moves

indi cate the regime-s priority to deter internal
a greater threat than outside adversiyccording to Phil Robertson, deputy Asia director at

Human Ri g h te govewimméntnow rec@ghikes that the accounts of escaping North
Koreans reveal tBpongyasgdesiogi médat it® can to st
UnderKimJanUn - s r ul e, stéppee uprite nydlearenatérialssproduction, and the

propaganda distributed by state media has become more men&cing.

The regime-s response to perceived threats has &
former deputy envoy to North Koseatonpobwért h®t ht
regime still acts in a very belligerent manner,
Ellen Kim, assistant director of the Korea Chair at the Center for Strategic and International

Studi es, assess e dncet[KineJorm U] toak pawer he hashpurgetl glmost &S i

of his elder guardians ... and filled his surroundings with new faces. We are in a situation where we

are learning about him a little bit every day through his unpredictable behavior and actions, which

is why the current situation with®Noboethediomeas i s
recent reaction to an upcoming film supports the
Interview follows two talk show mhesgimse who are &
evensent a complaint about the movie to tH&l>! Inresponse to the film, a North Korean official

stated, ®The enemies have gone beyond the tolere

the dignity of the supreme leadershiphe official referred to the movie as "the most undisguised
terrorism aml a war action to deprive the service personnel and people of the DPRK of their

ment al mai nstay and bring down its social syster
administration connives at and patronizes the screening of the filmjiwtéla strong and
merciless cdéThisesrmeasti en demonstrates North Kot

44 http://www.theatlantic.com/international/archive/2012/12/kijong-uns-age-is-no-longera-mystery/2683/

45 http://www.telegraph.co.uk/news/worldnews/asia/northkorea/10522136/Kiong un-10-ways North-KoreasDear Leaderis-different.html
46 http://www.huffingtonpost.com/2014/02/18/northkorea luxury-goods_n_4808823.html

47 http://nypost.com/2011/12/20/kims007-nut-kid-in-charge/

48 http://www.hrw.org/news/2014/01/21/northkoreakim-jong-un-deepensabusiverule

9 http:/Iwww.telegraph.co.uk/news/worldnews/asia/northkorea/10522136/Kiong un-10-ways North-KoreasDear L eaderis-different.html
50 http://edition.cm.com/2014/04/01/world/northkorea provocation/index.html?iid=article_sidebar

51 http://www.northkoreatech.org/2014/07/10/dprtakes the-interview movie-complaintto-the-un/

52 http://edition.cnn.com/2014/06/25/world/asia/nortkorea the-interviewreaction/ndex.htmi?iid=article_sidebar



r e g i meperseived @ignfty in the global arena and its intolerance of any disrespect directed at
the Kim family.

While ensions betwen North and South Korea havargisted since the Korean Warede

tensions escalated following tl2913i naugur ati on of South Korea-s cu
Hy e . Her pl atfor m, in her words, i s awthf ol |l ows:
South Korea and the international community to establish a minimum level of trust, and second

there must be assured consequences for actions that breach the peace. To ensure stability,
trustpolitikshould be applied consistently from issue to issusefan verifiable actions, and

steps should not be t akhhorotrl ymearfet epro | Hatrikc-asl ienxa
North Korea denounced UN Security Council Resolution@behi®a r esol uti on str enq
and expanding the scope of UniteliNi ons sanctions against the Demo
Korea by targeting the illicit activities of diplomatic personnel, transfers of bulk cash, and the
country-s banking relationships, i Febmays ponse to
[ 2 0 P*3North Korea also responded strongly to joint-3@&ith Korea military exercises in

March 2013, as is noted later in this paer.

North Koreancyber capabilities and limitations

North Koreaninfrastructure

Nor t h aogheringrastrusturés divided into two major parts: an outwdating Internet

connectiorand a regimecontrolled intranetNo r t h K o r efacingshternetconwegtiorts

only available to select individuals and is closely monitoredhjactivity that is deemed ant

regime.Individuals using the outwaiffdcing Internetonnectiormust be authorizedn 2013,

Jean H. Lee, the Associated Press bureau chief in Pyongyang, stated that foreigners visiting North

Korea are allowed Internet access with no firewal@mmoncitizens are limited to using the
Kwangmyondgwang meyoung, a nationwide intranet with no access to the world outside North

Korea®’ According to Lee, Kwangmyomd | ows citi zens ®access to the
sources that are vetted by the government, and picked and pulled from the Internet and posted to

t heir i rr%Asdf May 2013 NortleKorea lady one@nternet café> A 2003 report

fromthe Office of the National Counterintelligence
caf A was ®the only place in North fidfeignessa f or t he
were allowed to access the Internet from this é&f&hether citizens are allowed to access the

Internet from this location is unknown.

Star Joint Venturedo.s r esponsi bl e f olnternetacwess. $tar domt Véhturet h  Kor e
Co. was established by the Post and Telecommunications Corporatapération with Loxley

53 http://www.ncnk.org/resources/briefingapers/al briefing papers/anoverviewof-south-korea2019sdprk-policy

54 http://Iwww.un.org/News/Press/docs/2013/sc10934.doc.htm

55 http://www.ncnk.org/resources/briefingapers/aktbriefing-papers/anoverviewof-south-korea2019sdprk-policy

56 http://www.austinchronicle.com/daily/sxsw/201@3- 11/sociat mediain-north-korea/

57 http://www.computerworld.com/s/article/9177968/North_Korea_moves_quietly_onto_the_Internet?taxonomyld=18&pageN2mber
58 http://www.austinchronicle.com/daily/sxsw/201@3- 11/sociat mediain-north-korea/

59 http://www.washingtonpost.com/blogs/worldviews/wp/2013/01/29/norkoreans shouldnt count on-using the-new-google- maps/

80 http://www.ncix.gov/publications/archives/docs/NORTH_KOREA_AND_FOREIGN_IT.pdf



Pacific in Thailafdl n December 20009, Star Joint Venture be
Internet address allocatioRreviously Internet access was provided by a German satelliteidink

Korea Computer Center Eurapeda direct connections with China Netcarhich was later

merged into China UnicofABYy October 2010, North Korea had made its first known direct

connection to the Internet, hosting an outwdading Korean Central News Agency website
accessible from theglobal Internet*Ho we v e r many of North Korea-s gl
websites are hosted in other countrids.2001,South Korean reports indicated tiNdrth Korea

hadjoined the International Telecommunications Satellite Organization (INTELASAT Ppril

2012, North Korea reportedly used the Intelsat connection, which appeared in border gateway

protocol (BGP) announcemeftSome reports referred to the Intelsat connection as North

Korea-s backup | nt er neUnicoovometienddis®®aMarch2003 case t he
post on the blogdns.imshowedthat North Korea no longer used the Intelsat connection. In the

blog post, the author notdais method for proving that The Pirate Bay was not hosted in North

Korea. While his analysis of The Piratthmt Bay-s hc
175.45.177.0/24 always routes throughk54837, and AS1279. A331279 is StartKP, Nah

Korea-s Star Joint Venture Company, and AS4837 i
[traffic]iSONLY routed through Chi na?®IdRebroaoy@014nd NOT t hr
North Korean and South kan officials agreed to extenttérnetaccess to Kaesong Industrial

Zone, gointly operatedndustrial complex just north of the bordelowever, thisvouldlikely

require a majoelectrical and networkfrastructure expansiaff

North Korea-s el ect r iteknblogigatinfrdstructar® Blectricals upport a |
power is reported to be unreliable and sporadic, with many citizens only receiving a few hours of
electricity per day?

61 http://www.northkoreatech.org/2011/05/19/moraletails on-star-joint-venture/

52 http://www.computerworld.com/s/article/9177968/North_Korea_moves_quietly_onto_the_Internettaxpii=18&pageNumber=2

53 http://www.northkoreatech.org/2010/10/09/thenew-face-of-kcna/

64 http://webcache.googleusercontent.com/search?g=cache:http://english.chosun.com/site/data/ntm|_dir/2001/05/29/200105296 197 .ht
55 http://www.northkoreatech.org/2012/048/dprk-gets-second link-to-internet/

66 http://www.computerworld.com/s/article/9237652/North_Korea_39_s_Internet_returns_after_36_hour_outage

57 https://rdns.im/the pirate-bay-north-koreanhosting no-its-fake-p2

58 http://www.northkoreatech.org/2014/02/10/internetomingto-kaesongindustriatzone/

69 http://38north.org/2010/09/speakloudly-and-carry-a-smalk stick-the-north-korean cybermenace/

0 http://www.usnews.com/news/blogs/rickewman/2013/04/12/hereshow-lousy-life-is-in-north-korea
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Figure 3 North and South Korean power grid

The photo abovéFigure 3)from the International Space Statisnh o ws Nor t iIse Kor ea- s

power grid, in comparison wishirrounding nation& We have highlighted North Korea in red.

Korydink, thec o u n onlygelulsrphone network?istightly controlled by the regim@éCell
phone data plans are not available to most us&test cellular phones cannot access the
Internet and can only make domestic céll&ccording to a 2013 report, North Korea has a 3G
data network for cellular phone¥isiting reportedean H. Lee pportedly used this 3G network

to post to both Twitter and Instagrafowever, citizens are not generally allowed to use the 3G
network/®

Email is also regulated by the regifie first email provider in North Korea was Silibank. Silibank
has servers iRPyongyongand Shenyangnd is a joint venture with China. The North Korean
Silibankhomepagés silibank.net, and the Chinese homepage is silibankloarder to use the

email service, usetsd to initiallyegister, provide personal informatigandpay a registration
feeand monthly service fex’® This registration information was current as of 2001. However, it

is unknown whether the same process still applies.

WHOIS records for silibank.net show that the site was registeredhamasly via a Japese
registrar. This information can be found\ppendix At the end of this paper.

" http://www.citylab.com/work/2014/02/north -korea- night-looks-big-black-hole/8484/

72 http://www.northkoreatech.org/2014/06/24/chinese shops offer-cheap cellphonesto-north-koreans/

73 http://www.defense.gov/pubs/ReporttoCongressonMilitaryandSecurityDevelopmentsinvolvingthe DPRK. pdf
7 http://www.defense.gov/pubs/North_Korea_Military_Power_Report_20-2®14.pdf

S http://www.austinchronicle.com/daily/sxsw/201303-11/sociat mediain-north-korea/

76 http://edition.cnn.com/2001/TECH/internet/11/07/north.korea.email.idg/index.html

S|


http://www.google.com/url?q=http%3A%2F%2Fwww.defense.gov%2Fpubs%2FReporttoCongressonMilitaryandSecurityDevelopmentsInvolvingtheDPRK.pdf&sa=D&sntz=1&usg=AFrqEzfhmQPPTuRKlcewmT2M5Oj7Xmg93Q
http://www.google.com/url?q=http%3A%2F%2Fwww.defense.gov%2Fpubs%2FNorth_Korea_Military_Power_Report_2013-2014.pdf&sa=D&sntz=1&usg=AFrqEzefeAB_L1WH_8cmtox2f9Se3GMojQ

Korea Computer Center (KGC)iINor t h Korea-s | eading government
information technology. KCC has eleven regional information centers and eight development and
production centers. Otheountrieswith KCC branch offices include China, Syria, Germany, and

United AraliEmirates.KCC has a vested interest in Linux research and is responsible for the

devel opment of Nor t hsy¥emrRedsStasQ3miahtisidiscnssdd inongree r at i ng
detailbelow KCC-s ot her p propjietagdeach Bngineedodumentiwiitet, @d a

game called Janithe Kwangmyong intranet, a food study program, a Korean input method

editor, a perbased EnglistiKorean and KoreaBnglish translator, Korean voice recognition

software, a video conferencing system, a distanceagituncsystem, SilverStar Paduk software,

HMS Playéf, and the Sariyjon tablet’® In addition taesearch and development, KCC also

monitors websites oforeigngovernment and business entities and conducts technical

reconnaissance to blueprint tkechnical specificatiorand vulnerabilitiesy foreign systems and
technologiesKCC has also been involved in clandestine information and cyber operations, serving

as a command centé?.

North Korea-s propri et arThededopmeatiofithisgiinubasesit em i s Re
operating system started in 2002. Red Star OS is only offered in the Korean language and

features proprietary software including Naen@ &irefoxbased browser as well as a text

editor, email client, audio and video playand game®Red St ar OS-s keyboard | .
Korean, English, Russian, Chinese, and Japanese. Regime ideate &gen8tar OS. The

readme file, which goes with the installation disc, reportedly includes a quote from Killn Jong

regarding themportance of North Korea havingatsn Linuxbased operating systethat is

compatible with Korean traditionafhile prior versions of Red Star were#B&ed, version 3.0

mi mi cs ApfTais OB8uKd indicate tpieteremcefgrihme | eader
OS X environment, as Kim reportedly uses an®i\Gitizens do not need permission to obtain

Red Star OS. However, the purchase of computers is heavily reftilatedd OS-s desi gn s uc¢
it was developed with means for the regime tonitor user activity?®

North Korea is kiven to use two IP ranges. 175.45.17@®»i s Nort h Kor®a-s own | P
Additionall vy, North Korea-s Tel ecomudnicomiPcati ons N
range 210.52.109248The country-s only aut AS1dlav@,wmsd sy st em
its only peer is AS4837, the AS for China Urfftom.

Nor t h dountryealdop-leveldomain (ccTLD) is .kp.2007, thekp TLD wamitially
delegated to anddministered by th&ermanbased KCC EuroffeAfter KCC Europe failed to

™ http://www.naenara.com.kp/en/kcc/

78 http://www.northkoreatech.org/2012/09/28/samjiyeandroid-tablet-debuts at-pyongyangtrade-fair/
™ http://www.ists.dartmouth.edu/docs/cyberwarfare.pdf

80 http://ashenrus.livejournal.com/4300.html

8 http://news.bbc.co.uk/2/hiftechnology/8604912.stm

82 http://www.arnnet.com.au/article/537360/north_korea_goesxeike_new_operating_system/

83 http://www.businessinsider.com/brangew-photo-confirmsthat-kim-jong-un-is-a-mac-user2013-3
84 http://rt.com/news/northkoreacyberweapon/

85 http://news.bbc.co.uk/2/hiftechnology/8604912.stm

86 http://binarycore.org/2012/0829/investigating north-koreas netblockpart-2-dns/

87 https://www.northkoreatech.org/2011/06/26/norttkoreas chineseip-addresses/

88 http://binarycore.org/2012/05/29/investigatingorth-koreas netblock part-2-dns/

89 http://www.northkoreatech.org/2011/05/19/kgdomain switch-came after-kcc-europe disappeared/



maintain the TLD,\itas redelegated tdStarJoint Venture CompafyThe .kp TLD uséise
followingnameserverand IP addressés:

Nameserver |P Address
nsl.kptc.kp 175.45.176.15
ns2.kptc.kp 175.45.1%6.16
ns3.kptc.kp  175.45.178.173

Various U.S., U.N, and other sanctions prohibit export efiseiéchnologies to North Korda.

light of thisNorth Korea has managed to devebmth hardware and software and hosts an

annual National Exhibition of Invention and New Technologies to promote its pfoHastsver,

theregime has historically failed in its attemptdarge-scale production of electronic

componentsT h e ¢ o uamse &legtrical grisl i3 one of the major obstacles hindering large

scale manufacturinfAddi ti onal ly, the famine in the early
manufacturing facilities, and the regime simply does not have the capital to modernize those
factories? A member of the World International Property Organization (WIPO), North Korea joined

the WIPO Patent Cooperation Treaty that protects patents and trademarks wqrédwlide

leverages intellectual property laws to ensure Westerners do not tadli¢ for North Korean

inventions’® The regime, in itsfforts to isolatdts citizens from Western influence, leverages

intellectual property laws to ensure Westerners do not take credit for North Korean inv&ntions.

Thisis ironicsinceforeign-made electronic components are sometimes smuggled into North

Korea for military wuse and for personal use by

Ananalysis of developmentsin North Koreancyberspace sinc&010

A comparisonofascdm f No r t hranges n &laentber RORO, just one month after
North Korea made its first direct connection to the Internetaamdlies of severakanswe
conducted itMay 2014shows that North Korea has made significheadway in establishing its
Internet presence.

In the November 2010 scan, 175.45.176105.45.176.16 showed a variety of devices including
D-link, Cisco, Linksys, HP, and Nokia devices, and a Juniper networks firewall. Operating systems
detected included FreeBSD 6.x, Linux 2.6.x, and Red HartiBateinux. 175.45.176.14 returned
®Naenar a -ttle Bosthosts ihthemil5.45.176.xx and 175.45.177.xx ranges were

down. As of 2014, IP address&85.45.176.0- 175.45.177.255 appear to be used for websites,
nameservers, databases, email, andtgmver IPMolB. In November 2010, the 175.45.178.xx

range showed all hosts dowhandthe 175.45.179.xx range showed most hosts were d&wn.

90 http://www.iana.org/reports/2011/kgreport-20110401.html

91 http://www.iana.org/domains/root/db/kp.html

9 http://lyu.edu/admissions/events/yunmun/WIPO/Libenst®iiPO_Topicl_HAHS.pdf

9 http://www.apcss.org/Publications/Edited%20Volumes/BytesAndBullets/CH4.pdf

9 http://sinonk.com/2013/10/11/aprimeron-north-koreaseconomyarrinterviewwith-andrei lankov/
9 http://lyu.edu/admissions/events/yunmun/WIPO/Libenstein_ WIRPicl_HAHS.pdf

9 http://yu.edu/admissions/events/yunmun/WIPO/Libenstein_WIPO_Topicl_HAHS.pdf

7 http://webcache.googleusercontent.com/search?q=cache:http://dprk.sipsik.net/175.45.178.txt
9 http://webcache.googleusercontent.com/search?q=cache:http:/dpsitsnet/175.45.178.txt

9 http://webcache.googleusercontent.com/search?q=cache:http://dprk.sipsik.net/175.45.179.txt



In 2014 severalwebservers and nameservers weoaiiid in the 175.45.178.xx range, and
severalnameserversind mail servers weredind in the 175.45.179.xx rangEhis comparison
demonstrates that theréas been some growth in DPRK Internet infrastructure oveagiéour
years. ldwever it seeminglylags behind even most third world natiohke 2014 scandetected
dated technologyhat is potentially susceptible to multiple vulnerabiliies consistently
showed the same open ports and active devicexannechosts. It is not clear whether the
regime failed to notice and react to the scanning or whétleeregime allows these open ports
and devices to be detected or spoofed to serve as a distraction or possible honeypot.

Domains, nameservers, and mail servers present during the May 2014 scan areAjisbethdfix
Batthe end of this report.

According to Alexa rankings, the three most visited websites in North Kokeaaakp, the

official website of the Korean Central News Agency (REXong.rep.kp, another North

Korean news sit&; and naenara.com.kp, NoKho r e a - s o f f9?Naermra trawstates por t al
to ®my country .

The kcna.kgitewas registered using a Loxley.co.th email address and is admirddtka&tar
Joint Venture Company. The WHOIS Record can be fapperidix A

100 http://dig.do/kecna.kp
101 http://dig.do/rodong.rep.kp
102 http://dig.do/naenara.com.kp
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Figure 5A screenshot from the rodong.rep.kp homep#de.

The WHOIS information for Naenara.com.kp was not available.
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Figure 6A screenshot of the Naenara.com.kp web¢ite.

In March 2013, there were repottiat the Chrome browser was blocking Naenara.com.kp due to
malware°®

Figure 7 Screenshot of whasitors to Naenara.com.kp saw when using the Chrome bréftser.

105 http://naenara.com.kp/en/
106 http://www.nkeconwatch.com/2013/03/25/chromblockingnaenara/
107 http://www.nkeconwatch.com/2013/03/25/chromblocking naenara/














































































































































































