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A targeted attack caught with cyber deception 

UNVEILING PATCHWORK ð 

THE COPY-PASTE APT 

This report can be found at: 
https://www.cymmetria.com/patchwork -targeted-attack/ .  
All IoCs (in CSV and STIX formats), and the MazeRunner campaign 
ŦƛƭŜΣ Ŏŀƴ ōŜ ŦƻǳƴŘ ƻƴ /ȅƳƳŜǘǊƛŀ wŜǎŜŀǊŎƘΩǎ DƛǘIǳōΣ ƘŜǊŜΥ 
https:// github.com/CymmetriaResearch/CymmetriaResearch.  
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Patchwork is a targeted attack that has infected an estimated 2,500 machines since it was first 
observed in December 2015. There are indications of activity as early as 2014, but Cymmetria has 
not observed any such activity first hand. 

Patchwork targets were chosen worldwide with a focus on personnel working on military and 
political assignments, and specifically those working on issues relating to Southeast Asia and the 
South China Sea. Many of the targets were governments and government-related organizations. 

What makes this report special is that Patchwork is the first targeted threat captured using a 
commercial deception product. Through the use of deception campaigns created with 
/ȅƳƳŜǘǊƛŀΩǎ aŀȊŜwǳƴƴŜǊΣ ǿŜ ǿŜǊŜ ŀōƭŜ ǘƻ ŎŀǘŎƘ ǘƘŜ ǘƘǊŜŀǘ ŀŎǘƻǊΩǎ ǎŜŎƻƴŘ ǎǘŀƎŜ ǘƻƻƭǎŜǘΣ ŀǎ ǿŜƭƭ 
as lateral movement activity. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The ŘŜŎŜǇǘƛƻƴ ŎŀƳǇŀƛƎƴ όǎŜŜ ά¢ƘŜ ƛƴǾŜǎǘƛƎŀǘƛƻƴέ ǎŜŎǘƛƻƴύ 

  

EXECUTIVE SUMMARY 

The code used by this threat actor is copy-
pasted from various online forums, in a way 
that reminds us of a patchwork quilt ς hence 
ǘƘŜ ƴŀƳŜ ǿŜΩǾŜ ƎƛǾŜƴ ǘƘŜ ƻǇŜǊŀǘƛƻƴ. 
 
In active victim systems, Patchwork 
immediately searches for and uploads 
documents to their C&C, and only if the 
target is deemed valuable enough, proceeds 
to install a more advanced second stage 
malware. 
 
It is impossible to reach clear attribution 
from the information available. We have 
included an attribution section in this 
document to document our research efforts 
in this regard. 

Attacker operating times that overlap with a 
standard 9am-7pm workday (darker means 

larger volume) 
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OVERVIEW 

The attack was detected as part of a spear phishing against a government organization in Europe 
in late May 2016. The target was an employee working on Chinese policy research and the attack 
vector was a PowerPoint presentation file. The content of the presentation was on issues relating 
to Chinese activity in the South China Sea. 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

Screenshot of the first slide from one of the infected presentations 
 

After the presentation is opened, the vulnerability highlighted by CVE-2014-4114 is exploited. 
This is a well documented vulnerability commonly called Sandworm, which only works on 
unpatched versions of Microsoft Office PowerPoint 2003 and 2007. 

Once the exploit worked, it deployed the first stage payload: a compiled AutoIt script. This script 
then bypassed UAC using a known method called UACME, the code for which was taken from an 
online forum. 
 

 

 

 

 

 

 

 

 

Screenshot of the AutoIt malware publication forum post1 

_________________ 

¹ http:// www.indetectables.net/viewtopic.php?f=7&t=52263&sid=b6fe274a4e8934fceb0f3fc90cd35aa2 

THE INVESTIGATION 
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With higher privileges, the first stage payload ran PowerSploit to download code to run a reverse 
shell with Meterpreter ς the RAT of the well known MetaSploit framework. 

The next stage was exfiltration of document files that are also used to validate the value of the 
infection. If the infected system was deemed valuable enough, the threat actor then infected the 
target host with a second stage payload, which was once again a module built from code taken 
from various online forums and resources. 
 

 

 

 

 

 

 

 

 

 

 

 

 

Flowchart of infection stages 

 

Since the threat had already been detected and stopped, our goal was to discover as much as we 
could about the threat actor. Specifically, we were interested in tools, techniques, and 
procedures (TTPs), so that we would be able to detect the threat in case it succeeded in gaining a 
ŦƻƻǘƘƻƭŘ ŜƭǎŜǿƘŜǊŜ ƛƴ ŎǳǎǘƻƳŜǊǎΩ ŀǎǎŜǘǎΦ [ŜŀǊƴƛƴƎ ŀōƻǳǘ ǘƘŜ ǘƘǊŜŀǘ ŀŎǘƻǊΩǎ ¢¢tǎ ǿƻǳƭŘ ŀƭǎƻ ŀƭƭƻǿ 
us to prevent the threat actor from launching another operation targeted at our customer, as 
well as prevent them from launching similar attacks against other customers in the future. 

Our investigation proceeded on two fronts: 

1. ²Ŝ ōǳƛƭǘ ŀ ŘŜŎŜǇǘƛƻƴ ŎŀƳǇŀƛƎƴ ǘƻ ŘƛǎŎƻǾŜǊ ǘƘŜ ǎŜŎƻƴŘ ǎǘŀƎŜ ƳŀƭǿŀǊŜ ŀƴŘ ǘƘŜ ŀŎǘƻǊΩǎ ¢¢tǎΣ 
while the operation was still active. 

2. ²Ŝ ƛƴǾŜǎǘƛƎŀǘŜŘ ǘƘŜ ƻǇŜǊŀǘƛƻƴ ǘƻ ǳƴŎƻǾŜǊ ǘƘŜ ǘƘǊŜŀǘ ŀŎǘƻǊΩǎ ŎŀǇŀōƛƭƛǘƛŜǎΦ 

 

HUNTING THE ATTACKER WITH A DECEPTION CAMPAIGN 

Lƴ ƻǊŘŜǊ ǘƻ ŎŀǇǘǳǊŜ ǘƘŜ ŀǘǘŀŎƪŜǊΩǎ ǎŜŎƻƴŘ ǎǘŀƎŜ ƳŀƭǿŀǊŜ όǇŜǊǎƛǎǘŜƴŎŜύ ŀƴŘ ƻōǎŜǊǾŜ ǘƘŜƛǊ ǇƛǾƻǘƛƴƎ 
behavior in the network (lateral movement), we created a realistic environment in which to hunt 
the threat actor. We did so by using Cymmetria's MazeRunner solution to deploy a deception 
campaign. A deception campaign is essentially a story comprised of breadcrumbs and decoys; it 
leads attackers to believe that they have successfully gained access to a target machine. 

Breadcrumbs are pieces of data that lead an attacker to another machine; these could be stored 
credentials, open shares, browser cookies, VPN configurations, and more. Decoys are full 
operating systems running on virtual machines that act as real and high-value targets for an 
attacker; breadcrumbs point to decoys, which are fully monitored for any attacker interaction. 
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The campaign όǿƘƛŎƘ Ŏŀƴ ōŜ ŦƻǳƴŘ ƻƴ /ȅƳƳŜǘǊƛŀ wŜǎŜŀǊŎƘΩǎ GitHub) was built to fit the specific 
profile of the active target. MazeRunner captured all the forensic data associated with the threat, 
so we knew that the threat actor followed the breadcrumbs and activated all the stages of their 
attack. MazeRunner allowed us to see all of the network traffic, operating system changes, and 
lateral movement the threat actor performed.  

This is the first time, to our knowledge, that an APT (or more aptly, a targeted attack) has been 
deceived and captured by a deception solution that caused the threat actor to follow 
breadcrumbs and attack decoys, ultimately leading to the disclosure of the operation. 

 

 

 

 

 

 

 

 

 

 

The deception campaign that caught the APT 

GETTING STARTED 

As mentioned in the previous section, our first order of business was verifying that the operation 
was still active, and then creating a deception campaign around it to catch the second stage 
malware and discover and mitigate other TTPs being used by the threat actor. To this end, we 
created a target in the form of a profile for a person in whom the threat actor was interested. We 
then constructed a deception campaign based on that profile. In this case, the person was a 
member of a government think tank dealing with security issues. 

A network around the infected endpoint was created using MazeRunner: 

ÅSMB shares were created on decoys, and mapped on the target laptop, to play the part of 
network backups. 

ÅFurther, RDP credentials were deployed on the laptop to lead to a service running on a decoy 
system in the cloud. 

 
 

 

 

 

 

 

 

 

 

SMB breadcrumb leading to the file server decoy 
 

 

https://github.com/CymmetriaResearch/CymmetriaResearch
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RDP Breadcrumb that leads to a cloud decoy 

 

CHAIN OF EVENTS 

1. The PowerPoint PPS file was opened, which in turn dropped the initial payload components. 
The exploit used was CVE-2014-4114 (Sandworm). 

 
               

 

 

 

 

 
Driver.inf content 

1.    

2. The endpoint was infected with the following executables: 

Å sysvolinfo.exe  ς AutoIt compiled script. 

Å PowerShell reverse shell HTTPS Meterpreter script ς Was pulled from the C2 server 
and was executed using the following requests: 

Å 212[.] 129.13.110 / dropper.php?profile =<base64 of 
[ username@computername]>  

Å hxxps :// 45[.] 43.192.172 : 8443/OxGN  

3. Files from the target laptop were being uploaded by the threat actor to the control server, 
alongside significant activity on the encryption channel. We did not monitor the SSL encrypted 
ŎƘŀƴƴŜƭΣ ƛƴ ƻǊŘŜǊ ǘƻ ŀǾƻƛŘ ŘŜǘŜŎǘƛƻƴ ƛƴ ŎŀǎŜ aŜǘŜǊǇǊŜǘŜǊΩǎ Ƨsstagerverifysslcert ƨ 
option was used. 

4. The threat actor decided to drop the second stage malware, 7zip.exe , onto the infected 
endpoint. The tool scanned the hard disk, and talked with 212[.] 83.191.156 . 

5.  It copied itself as netvmon.exe  into C:\ Windows\ SysWOW64\ netvmon.exe and added 
that path to the startup programs. This is how the threat actor achieves persistence. 
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6. Three days following the initial infection, alerts were received on the decoy running the SMB 
shared folder indicating access by the threat actor. 

7. The malware accessed the mapped share that was deployed as a breadcrumb on the infected 
laptop while scanning all the drives for files. The actual function that caused the alert was 
GetDriveTypeA (which is called to assure that only fixed drives are traversed). 

8. After the first alerts in the system were generated, we saw connection attempts to our cloud 
ŘŜŎƻȅ Ǿƛŀ w5tΦ ¢Ƙƛǎ ŘŜŎƻȅΩǎ Lt ŀŘŘǊŜǎǎ ǿŀǎ ǇƭŀŎŜŘ ŀǎ ŀƴ w5t ŎǊŜŘŜƴǘƛŀƭǎ ōǊŜŀŘŎǊǳƳō ƻƴ ǘƘŜ 
target laptop. The alerts originated from 212[.] 129.7.146 , and the entire event lasted for 
12 minutes. 

9.  The alerts we received in MazeRunner indicated that the attackers failed to log in several 
times, which makes us believe that they pulled the RDP connection file (breadcrumb) that was 
ƻƴ ǘƘŜ ƛƴŦŜŎǘŜŘ ŘŜǎƪǘƻǇΦ Lǘ ƛǎ ƛƴǘŜǊŜǎǘƛƴƎ ǘƻ ƴƻǘŜ ǘƘŀǘ ǘƘŜȅ ŘƛŘƴΩǘ ƳƛƴŜ ǘƘŜ ŎǊŜŘŜƴǘƛŀƭǎ ǳǎƛƴƎ 
mimikatz (which would have enabled them to connect to the cloud decoy with ease). 

10.  We believe this connection was carried out by the same threat actor because: 

ÅThe IP they used to connect to our decoy also belongs to rev.poneytelecom.eu . 

ÅThe event took place on the same day we received the alerts on our internal system.  

This shows that the threat actor was deceived into exfiltrating data, deploying their second 
stage persistence tool, and using the breadcrumbs that we left on the infected laptop. 
Furthermore, if they had used mimikatz, they also would have succeeded in connecting to our 
cloud decoy and be encouraged to deploy other, later stage tools. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Network layout  
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INTELLIGENCE D!Lb95 Cwha ¢I9 !/¢hwΩ{ /ϧ/ {9w±9w 

¢ƘǊƻǳƎƘ ƻƴŜ ƻŦ ƻǳǊ ǇŀǊǘƴŜǊǎΣ ǿŜ ƳŀƴŀƎŜŘ ǘƻ ǊŜŎŜƛǾŜ ŀŎŎŜǎǎ ǘƻ ƻƴŜ ƻŦ ǘƘŜ ǘƘǊŜŀǘ ŀŎǘƻǊΩǎ 
command and control servers. The server contained a multitude of additional files: 

ÅAn abundance of PPS files ς the spear phishing infecting files 

ÅAdditional malicious code packages 

aƻǎǘ ƻŦ ǘƘŜ ǎǇŜŀǊ ǇƘƛǎƘƛƴƎ ŦƛƭŜǎΩ content2 was directly related to China-related subjects, or 
pornographic in nature. Some examples of the spear phishing PPS attachment files used by the 
threat actor: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

From the C&C server, we also extracted the dates on which the PPS lures were last modified; 
these dates ranged from December 2015 to January 2016. The dates were grouped together and 
then plotted. The resulting graph is a good indication of times at which we believe the attackers 
prepared and carried out their attack. 

 

 

 

 

 

 

 

 

 

 

Number of PPS edits by date 

_____________ 

2 We have no direct proof of this, but information from several partners suggests that stolen documents 
are being actively repurposed for spear phishing purposes. 

 

 


