B Microsoft

Microsoft Security

Intelligence Repor

Volume 21 | Januatlirough June, 2016







This document is for informational purposes only. MICROSOFT MAKES NO
WARRANTIES, EXPRESS, IMPLIEBTAORJTORY, AS TO THE INFORMATION
IN THIS DOCUMENT.

This document-i §$.s6 plrmfvo dmalt i0@as and Vviews expresse
document, including URL and other Internet Web site references, may change
without notice. You bear the risk of using it.

Copyright © 2016 Microsoft Corporation. All rights reserved.

The names of actual companies and products mentioned herein may be the
trademarks of their respective owners.




Authors

Charlie Anthe
Cloud and Enterprise Securit

Evan Argyle
Windows Defenddrabs

Eric Douglas
Windows Defenddrabs

Sarah Fender
Azure Security

Elia Florio
Windows Defenddrabs

Chad Foster
Bing

Ram Gowrishankar
Windows Defenddrabs

Volv Grebennikov
Bing

Paul Henry
Wadeware LLC

Aaron Hulett
Windows Defenddrabs

Ivo Ivanov
Windows Defenddrabs

Contributors

Eric Avena
Windows Defenddrabs

laan D'SouzaWiltshire
Windows Defenddrabs

Dustin Duran
Windows Defenddrabs

Tanmay Ganacharya
Windows Defenddrabs

Chris Hallum
Windows and Devices Group

Michael Johnson
Windows Defenddrabs

Jeff Jones
CorporateCommunications

Tim Kerk
Windows Defenddrabs

Mathieu Letourneau
Windows Defenddrabs

Marianne Mallen
Windows Defenddrabs

Matt Miller
Microsoft Security Response
Center

Chad Mils
Safety Platform

Nam Ng
Enterprise Cybersecurity
Group

Hamish O'Dea
Windows Defenddrabs

James Patrick Dee
Windows Defenddrabs

Satomi Hayakawa
CSS JapaBecurity Response
Team

Sue Hotelling
Windows and Devices Group

Yurika Kakiuchi
CSS JapaBecurity Response
Team

Louie Mayor
Windows Defenddrabs

Dolcita Montemayor
Windows Defenddrabs

Siddharth Pavithran
Windows Defenddrabs

DarylPecelj

Microsoft IT Information
Security and Risk
Management

Ferdinand Plazo
Windows Defenddrabs

Tim Rains
Commerial Communications

Paul Rebriy

Bing

Karthik Selvaraj
Windows Defendédrabs

Tom Shinder
Azure Security

Nitin Sood
Windows Defenddrabs

Tomer Teller
Azure Security

Vikram Thakur
Windows Defenddrabs

Heike Ritter
Windows and Devices Group

Norie Tamura
CSS JapaBecurity Response
Team

Steve Wacker
Wadeware LLC

David Weston
Windows Defenddrabs



Table of ontents

ADOUL TS FEPOIT .ottt me e V..

HOW 0 USE thiS FEPOIT ...ttt een e e Vi

Featured intelligence 1

Protecting cloud infrastructure: Detecting and mitigating threats using Azure
Y=o U113V = ] (= S PPRSEPRRS 3.

Threats against cloud deployments and iBStrUCTUIe............c.eevivee it e 3.
The cyber kill chain: Opremises and in the cloud................eco v mmmeeeeciiee e o
Countering threats with Azure Security Center Advanced Threat Detectian....... 11
SUMIMAIY ..t iiiiiiiiieiiieieesss e e et e e et eeeee e s 221222222222 e 24 s s s 00 s 00010200« 020

PROMETHIUM and NEOD¥YIIUM: Parallel zero-day attacks targeting individuals
LI =IO o] o 1= O P PP UPR PRSP 21

Activity Group Profile: PROMETHIUM............oooiiii e e s s 100000000 22
Activity Group Profile: NEODYMIUM..........cooouuuies e et eeeeeeae s o s eeeeaeeees 230
IVIEIGATTION ..t e e £+ 4 i s 2D

SUIMIMIATY ...ttt s+ttt 54444454+ 4 i £ £ 44024441210 ¢ s 8

L0 L0220 6N

Ten years of exploits: A long-term study of exploitation of vulnerabilities in
MiICrOSOft SOftWAIE .....uiiiiiieiiiee e e e e e 35

Worldwide threat assessment 41

VUINEIADITITIES ...oeiiiiiiieit et 43.
Industry-wide vulnerability diSCIOSUIES...........cciiiiiiirmme e A3
VUINEIability SEVEIIY.....ciuvviiiiiiiiiieie s e s e s mosnn e DR
Vulnerability COMPIEXITY.......ciiuiiiiiiiiies et e+ o2 24D
Operating system, browser, and application vulnerabilities...................cowmneee. . 47
Microsoft vulnerability diSCIOSUIES..........ccoiuiiiii e e A
Guidance: Developing SECUre SOftWALE. ...........veveuvemmmneeseeveesneee e eeene e 49

{01 (o] £ TSRO URURRP 51
EXPIOit FAMIlIES. ..o+t 412D
EXPIOIE KIS cietieieeieiee e ettt e+t s 22222222+ s« D

I F AV 7= WS o] (oL £ P UP R OPUPPROPPIN - ¥ 4



Operating system exploits.

[0 To1 0 g 1= T 0| A= q 0] 011 £ SRS
Adobe Flash Player @XPlOiLS..........cuuiiueee et s e o 02
BrOWSET @XPIOITS......eeeieveiieieee s ettt 1t v e nneee s OZh
Exploit detection with Internet Explorer and IExtensionValidation.....................65
Exploits used in targeted attacCkS...........c.vevveeies e e evveeeeesnvees s s e e e e sneeneeeenn 001
Malicious and unwanted SOfWAIE ...........cceeiiiiiiiiiereeniee e 71
Learning about new threats with cloudased protection in Windows Defender....73
Malicious and unwanted software WOrldwide..............c.c.uee e eveeesieeesves s £ 3
TRrEAL CAtEYOIIES ....vvviiieieiieee e sttt o e e e eee DL
THhreat faAMIlIES......ccveiiiii e et e O
REANSOMWATE......coiiiiiiiiie i s e s et i 1D 2
Threats from targeed attaCkersS...........ccooiiiiuivvt e e e e e e e i vveeeaeaeee e e e Qo
Potentially unwanted applications in the enterprise..............c..escommmmmevvveeeennne... 101
SECUNLY SOfIWAIE USE.....ciiveiiiiiieiite ettt s et e 010000 LOZ
Guidance: Defending againShalWare................cccuuvvvmmmmmmeeeeeeeeeeeeeesns s o e seeee e 09
MalICIOUS WEDSITES ......eiiiiii ittt ettt eme et sbe e 111
L IS 1T o TS 1= SO OOPPPPPSPN B 22
MalWare NOSING SILES.......cciuviiiiiiieitet ettt et nee e L 1O
Drive-by downIOad SItES........couviiiiiieiet e eveee st e e e 00 L 1O
Guidance: Protecting users from unsafe websites.................oocommmmvveveeviienne. 122
Malware at Microsoft: Dealing with threats in the Microsoft environment ......... 123
ANLIMAIWAIE USAQE ......cceeiiiiieieeeees s e 22 e e e ae st s 2222222222200 o 11500000002 L2D
MaIWare deteCHIONS...........eiiiiiiiiee ettt et 0 L2
MaIWAIE INTECTIONS ......eii it et ettt e e nee e e e s L 2T

What ITdepartments can do to protect their USErs...........ccocuvee v mmmeveeesvveennnn. 129

Appendixes 133



About this report

TheMicrosoft Security Intelligence Report (81&)ses on software
vulnerabilities software vulnerability exploits, malwaend unwanted software.
Past reports and related resources are available for download at
www.microsoft.com/sirWe hope that readers find the data, insights, and
guidance provided in this repomseful in helping them protect their
organizations, software, and users.

Reporting period

This volume of théVlicrosoft Security Intelligence Redortuses on the first and
second quarters of 2016, with trend data for the last several quarters presented
on a quarterly basis. Because vulnerability disclosures can be highly inconsistent
from quarter to quarter and often occur disproportionately at certain times of

the year, statistics about vulnerability disclosures are presented on aybalty

basis.

Throughout the report, halfyearly and quarterly time periods are referenced
using thenHyy or nQyy formats, in whictyyindicates the calendar year and
indicates the half or quarter. For example, 1H16 represents the first half of 2016
(January 1 through Jer80), and 4Q15 represents the fourth quarter of 2015
(October 1 through December 31). To avoid confusion, please note the reporting
period or periods being referenced when considering the statistics in this report.

Conventions

This report uses thiicrosoft Malware Protection CentétMMMPC) naming
standard for families and variants of malwafeor information about this

st an da AgpendixsAe Enredt naming conventiods o n 13banghés

report, any threat or group of threats that share a common unique base né&ne
considered a family for the sake of presentation. This consideration includes
threats that may not otherwise be considered families according to common
industry practices, such as genednd cloudbased detections. For the

purposes of this report, a threat is defined as a malicious or unwanted software
family or variant that is detected by the Microsoft Malware Protection Engine


http://www.microsoft.com/sir
http://www.microsoft.com/mmpc

Vi

How to use this report

TheMicrosoft Securitintelligence Repohtas been released twice a year since
2006. Each volume is based upon data collected from millions of computers all
over the world, which not only provides valuable insights on the worldwide
threat landscape, both at home and at work, talso provides detailed
information about threat profiles faced by computer users in more than a
hundred individual countries and regions.

To get the most out of each voluméjicrosoft recommendghe following:

Read

Each volume of the report consists aheral parts. The primary report typically
consists of a worldwide threat assessment, one or more feature articles,
guidance for mitigating risk, and some supplemental information. A summary of
the key findings in the report can be downloaded and revievgsgarately from

the full report; it highlights a number of facts and subjects that are likely to be of
particular interest to readers. The regional threat assessment, available for
download and in interactive form atww.microsoft.com/security/sir/threat
provides individual summaries of threat statistics and security trends for more
than 100 countries and regions worldwide.

Reading the volume in its entirety will provide readers with the mestdfit and
context, but the report is designed to provide value in small doses as well. Take
a few minutes to review the summary information to find the information that
will be of most interest to you and your organization. Consult the table of
contents and the index to learn more about particular topics of interest.

Share

Microsoft also encourages readers to share each released volume, or its
download link, with ceworkers, peers, and friends with similar interests. The
Microsoft Security Intelligence Res written to be useful and accessible to a
wide range of audiences. Each volume contains thousands of hours of research
disseminated in easy to understand language, with advanced technical jargon
kept to a minimum. Each section and article is writéerd reviewed to provide

the most value for the time it takes to read.


https://www.microsoft.com/security/sir/threat/

Assess your own risk

Reading about the threats and risks that affect different types of environments
presents a good opportunity to assess your own risks. Not every computer and
entity faces the same risk from all threats. Assess your own risks and determine
which topics and information can help you to best defend against the most
significant risks.

The volume and scope of threats facing the typical organization make it
important to prioitize. The greatest risk to any computer or organization is
posed by currently and recently active threats. Pay attention to the threats that
have most commonly affected your region or industry, focusing particularly on
the most common successful attacksthe wild that cause the most problems.
Give less consideration to very rare or theoretically attacks, unless your
computers are at particular risk for such threats.

Educate

Microsoft strives to make this report one of the most valuable sources ofthre
and mitigation information that you can read and share. We encourage you to
use theMicrosoft Security Intelligence Repasta guide to educate your
employees, friends, and families about secutigtated topics.

Anyone, including a business, may lipkint to, or re use articles in the

Microsoft Security Intelligence Refdortinformational purposes, provided the

material is not used for publication or sale outside of your company and you

comply with the following terms: You must not alter the maddsiin any way.

You must provide a reference to the URL at which the materials were originally

found. You must include the Microsoft copyright
permi ssion from Micr osUsdofMictbsoftpor ati on. 6 Pl ease s
Copyrighted Contenftor further information.

Ask questions

Contact your local Microsoft representativdth any questions you have about
the topics and facts presented this report. We hope that each volume
provides a good educational summary and helps promote dialog between
people trying to best secure their computing devices. Thank you for trusting
Microsoft to be your partner in the fight against malwareckers, and other
security threats.

Vil


https://www.microsoft.com/en-us/legal/intellectualproperty/Permissions/default.aspx
https://www.microsoft.com/en-us/legal/intellectualproperty/Permissions/default.aspx
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Protecting cloud
Infrastructure: Detecting and
mitigating threats using
Azure Security Center

Cloud computing introduces new challenges to security organizations of all

sizes. Enterprise IT teams have established policies and procedures designed for
enterprise infrastructure and applications, basedtheir decades of security
experience dealing with oipremises threats. Many of these policies and
procedures can be used effectively in public and hybrid cloud environments.
However, security teams need to keep abreast of changes in the threat
landscape bought on by the emergence of cloud computing.

Threats against cloud deployments and infrastructure

New types of threats can be related to characteristics of the public cloud only, or
to issues introduced by connectivity between-gmemises environments and

the public cloud. The following subsections provide descriptions of some new
types of threats.

Disclosing secrets on public sites

Public code repositories such as GitHodve become very popular with

developers because they enable easylabbration and source control and

remove the responsibility for maintaining the repository infrastructure from
developers. But public repositories can be a dougldged sword. Documented
cases exist of developers accidentally publishing secret keys omsahRd

other public code repositories, which were discovered by attackers and used to
compromise cloud services. Such incidents can sometimes give attackers access

to a serviceds entire account/ subscription

compute resurces for malicious purposes.

dat at



Pivot back attacks

A pivot back attack occurs when an attacker compromises a public cloud
resource to obtain information that they then use to attack the resource

pr ovi dgremdes environment. Public facing endpointdlie cloud are

often under constant brute force attack through protocols such as Remote
Desktop Protocol (RDR)nd Secure Shell (SSH). Although the overwhelming
majority of theseattacks fail, a very small percentage of them succeed. When
they do, an attacker can sometimes find sensitive information in unexpected or
obscure places.

For example, they could find such secrets in a Bash session
Targetedattacks history or a text file in the root
against on desktop. Such information can be used to access resources such
premises and as.databases, SharePo#sites, and c.Ioudtsrage.. If Igft |
. unimpeded, an attacker could continue gathering information
cloud infra that could provide greater access to the enterprise infrastructure

structures often| anddata.

focus on IT Attacks against cloud administrators

administrators. Targeted attacks against epremises and clod infrastructures
alike often focus on IT administrators. The intent is to take
control of an email account that has a high probability of containing credentials
that can be used to gain access to the public cloud administrator portal.

After logging intothe administrator portal, an attacker can gather information
and make changes to gain access to other clebdsed resources, execute
ransomware, or even pivot back to the goremises environment, as explained
earlier.

Man in the Cloud (MitC) attacks

Another new threat is posed by what the security company Imperva has dubbed
OMan i n the CIl olltndvhiah ancattackitiinduCes a pirdspedikes |,
victim to install a piece of malware using a typical mechanism, such as an email
with a link to a malioius website. After the malware is downloaded and installed,

iIoMan in the Cloud (MITC) Attacks, 6 I mperva Hacker I ntell]|
https://www.imperva.com/docs/HII_Man_In_The_Cloud_Attacks.pdf


https://www.imperva.com/docs/HII_Man_In_The_Cloud_Attacks.pdf

it finds a cloud storagé ol der on the userd6s computer. 't then
userds cloud storage synchronization token with

After the token switchthe attacker will receive copies of each file the user places

incloud storage whi ch effectively makes the attacker a
cloud storage. One of the attackerds advantages
malwale is removed after the token is switched out, which makes it harder to

detect the compromise.

Side-channel attacks

In a sidechannel attack, an attacker attempts to put a virtual machine on the
same physical server as the intended victim. If such a sultdesslocation can

be achieved, the attacker will be able to launch local attacks against the victim.
These attacks might include local DDafetwork sniffing, andnan-in-the-

middle attacks, all of which can be used to extract information.

It should be noted that sidehannel attacks are not trivial. Microsoft Azure
employs a number of obfuscation methodologies to significantly dese the
chances of such an attack succeeding.

Resource ransom

Ransomwaréas weltknown in the desktop operating system space. This malware
restricts access to components of an operating system or to files stored on disk,
typically throuwgh encryption, and demands that the victim pay the attacker to

get the keys required to restore access.

Attackers have made similar attempts to hold cloud resources hostage by

breaking in to a prospective victimds public clc
number of methods, including some of the methods discussed in this section.

When they have control of the account, the attackers attempt to encrypt or

otherwise restrict access to as many cloud resources as possible. The attackers

then require the victimad pay the ransom to release the restricted resources.

The challenge for the attacker is to inform the victim that the attack has taken

pl ace, and how to pay the ransom. Because server
users, attackers need to use methods ottiean those used for desktop

ransomware. One way an attacker can inform cloud resource ransom victims is

through the use of bot technology, which presents another, and perhaps

unexpected, use case for the new and growing ecosystem of bot technologies.



Cloud weaponization

In the cloud weaponization threat scenario, an attacker establishes a foothold
within a cloud infrastructure by compromising and taking control of a few virtual
machines. The attacker can then use these virtual machines to attack,
compromise, and control thousands of virtual machin@some within the same
public cloud service provider as the initial attack, and others inside other public
cloud service providers.

Each of the compromised virtual machines has malware installed that establishe
abackdooconnection to the attackerdé6s command
which the attacker can issue commands to the thousands of compromised

virtual machines to attack targets throughout the Internet.

Cloud weaponization can be impmented in a number of ways using a variety
of attacks, including SSH, RDistributed denialof-service (DDoj unsolicited
messaging (spamming), port scanning, and port sweeping.

Azure actively monitors for cloud weaponizatioRigurelshows the distribution
of the outbound attacks discovered (and in many cases mitigated) by Azure
SecurityCente 8s advanced detection mechani sms.

Figurel Outbound attacks from Azure virtual machines, September 2016

SSH brute force
2.2%

Port sweeping

/- 1.7%
Other

1.5%

Communication

Figure2 and Figure3 show where incoming and outgoing attacks originate
from.



Figure2. Incoming attacks detected by Azure Secui@gnter in September 2016, by country/region of origin
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Figure3. Outgoing communication to malicious IP addresses detected by Azure Security Center in September 2016, by address
location

The cyber kill chain: On -premises and in the cloud

The cyber kill chain is a model defined by analysts at Lockheed Mar&id
decision making with regard to detecting and responding to threaihis

2Er i c M. Hut chi ns, Mi chael J. CiDdvprpComputer N&®veoirk Befendd. A mi n, Ph. D. , ol nt
Inffoomed by Analysis of Adversary Campai Coporatom 2011, nt rusi on Ki || Chai nc
www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LiAWhite- Paper Intel Driven

Defense.pdf


http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-Paper-Intel-Driven-Defense.pdf
http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-Paper-Intel-Driven-Defense.pdf


















































































































































































































































































































































































































































































